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TRANSIT COOPERATIVE RESEARCH PROGRAM

The nation’s growth and the need to meet mobility, environmental,
and energy objectives place demands on public transit systems. Cur-
rent systems, some of which are old and in need of upgrading, must
expand service area, increase service frequency, and improve efficiency
to serve these demands. Research is necessary to solve operating prob-
lems, adapt appropriate new technologies from other industries, and
introduce innovations into the transit industry. The Transit Coopera-
tive Research Program (TCRP) serves as one of the principal means by
which the transit industry can develop innovative near-term solutions
to meet demands placed on it.

The need for TCRP was originally identified in TRB Special Report
213—Research for Public Transit: New Directions, published in 1987
and based on a study sponsored by the Urban Mass Transportation
Administration—now the Federal Transit Administration (FTA). A
report by the American Public Transportation Association (APTA),
Transportation 2000, also recognized the need for local, problem-
solving research. TCRP, modeled after the successful National Coop-
erative Highway Research Program (NCHRP), undertakes research
and other technical activities in response to the needs of transit ser-
vice providers. The scope of TCRP includes various transit research
fields including planning, service configuration, equipment, facilities,
operations, human resources, maintenance, policy, and administrative
practices.

TCRP was established under FTA sponsorship in July 1992. Proposed
by the U.S. Department of Transportation, TCRP was authorized as
part of the Intermodal Surface Transportation Efficiency Act of 1991
(ISTEA).On May 13,1992, a memorandum agreement outlining TCRP
operating procedures was executed by the three cooperating organi-
zations: FTA; the National Academies of Sciences, Engineering, and
Medicine, acting through the Transportation Research Board (TRB);
and the Transit Development Corporation, Inc. (TDC), a nonprofit
educational and research organization established by APTA. TDC is
responsible for forming the independent governing board, designated
as the TCRP Oversight and Project Selection (TOPS) Commission.

Research problem statements for TCRP are solicited periodically but
may be submitted to TRB by anyone at any time. It is the responsibility
of the TOPS Commission to formulate the research program by identi-
fying the highest priority projects. As part of the evaluation, the TOPS
Commission defines funding levels and expected products.

Once selected, each project is assigned to an expert panel appointed
by TRB. The panels prepare project statements (requests for propos-
als), select contractors, and provide technical guidance and counsel
throughout the life of the project. The process for developing research
problem statements and selecting research agencies has been used by
TRB in managing cooperative research programs since 1962. As in
other TRB activities, TCRP project panels serve voluntarily without
compensation.

Because research cannot have the desired effect if products fail to
reach the intended audience, special emphasis is placed on disseminat-
ing TCRP results to the intended users of the research: transit agen-
cies, service providers, and suppliers. TRB provides a series of research
reports, syntheses of transit practice, and other supporting material
developed by TCRP research. APTA will arrange for workshops, train-
ing aids, field visits, and other activities to ensure that results are imple-
mented by urban and rural transit industry practitioners.

TCRP provides a forum where transit agencies can cooperatively
address common operational problems. TCRP results support and
complement other ongoing transit research and training programs.
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FOREWORD

By Dianne S. Schwager
Staff Officer
Transportation Research Board

Transit agencies, as owners and users of data, seek to maximize the value of their own
data and to access external data sets that can help them serve their communities and operate
efficiently. TCRP Research Report 213: Data Sharing Guidance for Public Transit Agencies—
Now and in the Future presents the results of a quick study that provides practical guidance
for transit agencies regarding how to make decisions about sharing transit agency data and
data from others, including how to evaluate benefits, costs, and risks.

EBP [formerly Economic Research Development Group (EDR Group)] conducted this
project through a review of relevant academic, professional, and legal literature; a survey; and
interviews. The research identified two types of models for sharing public transit agency data:

 Public Data Sharing (Open Data). Data is shared publicly in an online data repository
or dashboard through an Application Programming Interface (API) or in a public-facing
report. These sharing models promote transparency and can spur innovation, but they
cede control over how the data is used.

o Private Data Sharing. In a private data sharing agreement, data is shared with a specific
partner, often with a nondisclosure agreement. These types of sharing models can
enable transit agencies to meet targeted goals. For example, many transit agencies have
research partnerships in which they share data with researchers who help address transit
agency planning and performance goals.

The report is action oriented and includes a how-to guide for transit agencies to prepare
for and execute data sharing. It describes the key factors determining data sharing decisions,
including benefits, costs, and risks, and addresses the legal context. The report presents
models for sharing transit data as well as accessing external data sources. Finally, it docu-
ments the major challenges for data sharing, describes how transit data sharing is expected
to evolve in the future, and notes topics for future research.

The report includes two appendices that (1) detail transit agency data types and external
data sources with commentary on their sharing attributes and (2) present the interview
guides used in this research. For reference, a list of acronym definitions is provided in
Table 1.
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SUMMARY

Data Sharing Guidance for
Public Transit Agencies—
Now and in the Future

Data is becoming an increasingly valuable commodity. Transit agencies, as owners and
users of data, seek to maximize the value of their own data and to access external data sets
that can help them serve their communities and operate efficiently. Many transit agencies
have realized benefits from sharing their internal data sets, ranging from improved
customer information to innovative research findings that help the transit agency improve
performance.

This report provides practical guidance for transit agencies regarding how to make
decisions about sharing transit agency data, including how to evaluate benefits, costs, and
risks. The report addresses the following:

o Transit Agency Data. How to make decisions about sharing transit agency data, including
how to respond to public records requests.

 Data from Others. How to access external data sets and factors to consider when seeking
access to external data sets.

Through interviews and information review, the research team identified two types of
models for sharing public transit agency data:

o Public Data Sharing (Open Data). Data is shared publicly in an online data repository
or dashboard through an Application Programming Interface (API) or in a public-facing
report. These sharing models promote transparency and can spur innovation, they but
cede control over how the data is used.

o Private Data Sharing. In a private data sharing agreement, data is shared with a spe-
cific partner, often with a nondisclosure agreement. These types of sharing models can
enable transit agencies to meet targeted goals. For example, many transit agencies have
research partnerships in which they share data with researchers who address transit
agency planning and performance goals.

The research team identified numerous examples of benefits that transit agencies have
realized through sharing their data. Sharing data can facilitate the following:

o Promote transparency and increase awareness of the transit agency and its engagement
with transit customers.

 Spur innovation and support research that can help transit agencies plan better service
and operate more efficiently.

o Enable cost savings for transit agencies by using outside resources for data processing
and analysis.

o Generate revenue (e.g., through advertising).

o Support improved customer information.

e Support other community functions, such as informing municipalities, real estate
developers, and even law enforcement agencies.
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« Facilitate multiagency and multimodal mobility solutions.
o Support benchmarking activities that help transit agencies track and improve their
performance.

Through the interview execution and the information review the team also identified risks
of data sharing that are perceived by transit agencies and documented in the literature.

e Privacy risks are present whenever data has personally identifiable information (PII).
Sometimes, the potential for a data set to be combined with other data sets increases
this risk. Transit agencies can take steps to protect privacy that include encryption of
identifiers, aggregation, and addition of noise (random variation) to data to obfuscate
individual patterns.

o Security risks can be present if data provides special insight into infrastructure and the
locations of the people who use transit that could be used in a physical attack. Through-
out the data management and sharing process, there is also risk of a cyberattack exposing
private data.

* Risks of data misuse can be present whenever data is shared. Although transit agencies
seek to mitigate this risk through data documentation, some users may intentionally or
unintentionally misinterpret data, drawing conclusions that are incorrect.

o Strategicrisks are defined as the risk that sharing data could compromise the transit agency’s
ability to serve its customers. This includes risks to the transit agency’s reputation and the risk
that the information will be used against the transit agency (e.g., by competitors).

Transit agency interviewees also noted the costs and effort required to share data. Effective
data sharing is built on data collection and management. Many transit agency interviewees
indicated these processes are challenging, they lack dedicated staff or a division responsible
for data collection and management, and often data collection efforts are not designed with
end uses and data sharing in mind.

In addition to maximizing the value they can accrue from sharing their own data, the
transit agency interviewees indicated their agencies are interested in accessing external data
sources as well. Transit agencies have successfully accessed external data sets through the
following models:

o Purchasing data

o Accessing data through a mobility services partnership
o Accessing data through a third party

o Accessing data through legislation

e Accessing publicly available data

These models reflect the evolving nature of mobility, including technology-enabled mobility
as a service (Maa$S), which is changing the data that is collected and the data analytics needs
of public transit agencies. In addition, legislation around data privacy is evolving, and transit
agencies may choose to play a role in shaping it. Overall, a movement toward data standards,
open data, and open data tools can help transit agencies generate more value from their own
data and external data sets. Looking into the future, it is important for transit agencies to
set goals that can be accomplished through data analysis and data sharing and develop staff
capabilities and data sharing processes to work toward those goals.

The following are the key findings of this report.

Transit Agencies Share Data Frequently and See Many Benefits

 Transit agencies collect data on the transit system, including route, schedule, and
vehicle location data, which is commonly shared and contributes to customer
information. Private developers routinely use route, schedule, and vehicle location
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Summary 3

data in customer-facing apps that help transit passengers plan their routes and find out
when transit vehicles will arrive at stops and stations.

» Transit agencies collect a wide variety of data on transit passengers. Sharing this
data also generates value, including research that can improve system performance
and increase advertising revenue for the transit agency. Sharing passenger data can
generate insights and innovation that are beneficial to the transit agency and may even
generate revenue, particularly through advertising. However, these data types have the
potential to be used to identify individuals, posing privacy risks.

 Transitagencies share some data openly and share other data sets directly with partner
institutions or individuals through private data sharing agreements. Route, schedule,
and vehicle location data were the most common type of open data shared, but transit
agencies also share ridership, on-time performance, survey, and financial data publicly
on their websites. In addition, all transit agency interviewees indicated that their agen-
cies respond to public records requests for data. Several transit agencies have established
data sharing relationships with research institutions and reported on beneficial insights
gained through these relationships.

o Information disclosure laws govern many aspects of data sharing by transit agencies.
These laws vary by state but may include exemptions for data pertaining to individuals
or for specific data types.

o Private companies in the MaaS$ industry, including private mobility providers and
user information app developers, are interested in transit data. Some expressed a
willingness to further discuss the potential to purchase data from transit agencies; others
questioned the notion of monetizing data collected by public transit agencies. They are
especially interested in geospatial details of transit stations as well as data, such as
passenger counts, that can help them plan their services.

Transit Agencies May Be Able to Increase the Value of Data Sharing
in the Future with the Development of New Data Standards, Moving
Toward Open Data and Tools, and Leveraging the Interests of the
Private Sector

o Data standards have the potential to increase the value of public transit data and
make transit agency use of external data sets more efficient. The majority of the
transit agency interviewees were supportive of the idea of standards for public transit
data types, noting that standards could promote the development of shared tools and
other resources. Transit agencies are looking to external organizations for standards
creation and adoption.

o Open software tools could augment the value of public transit data and help transit
agencies use external data sets. A general movement toward open data and open tools
can continue to benefit transit agencies.

 Private companies in the Maa$ industry, including private mobility providers and user
information app developers, are interested in transit data. Some expressed a willingness
to further discuss the potential to purchase data from transit agencies; others questioned
the notion of monetizing data collected by public transit agencies. They are especially
interested in geospatial details of transit stations as well as data, such as passenger counts,
that can help them plan their services.

Data Sharing Challenges are Part of Broader Data Management Needs

« Often, transit agency data collection processes are byproducts of other functions of the
transit agency (e.g., fare collection, operations, management). More deliberate data
collection efforts can ensure transit agencies can maximize the value of their data.
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Transit Agencies—Now and in the Future

Collecting, cleaning, processing, documenting, and cataloging data requires significant
effort. Those transit agencies that had developed procedures for processing and catalog-
ing data found that this saved time responding to both public and internal data requests.
Transit agencies may consider charging processing fees for public records requests that
require significant effort (if allowed under state law).

Transit agencies identified internal organizational and technical needs to improve
their processes for sharing data. Data-focused staff can drive transit agencies’ data sharing
programs, developing goals, identifying needs, creating internal data management
processes, including a data catalog, and evaluating data sharing opportunities.

Transit Agencies are Beginning to Harness the Value of External Data,
But Challenges Remain

There is potential value in linking transit agency data sets to external data sets. This
can help transit agencies understand first- and last-mile trips and understand modal
alternatives to transit.

Transit agencies access external data sets, either by purchasing data or leveraging a mobility
services partnership. Or in some cases, they may gain access to data through a third
party. The transit agency interviewees acknowledged the challenges of negotiating data
sharing agreements with private mobility providers, even when they have reached a
service agreement.

Although private sector data, app, and mobility company representatives expressed
interest in cooperating with transit agencies, they also cited privacy concerns as one
reason their companies avoid sharing individual-level data with transit agencies.
In some states, transit agencies may need to work with state legislatures to ensure that
data on individuals is exempted from state information disclosure legislation. Or transit
agencies can work to access information through a third party.

Cities are beginning to exercise their regulatory power by demanding private mobility
providers submit mobility metric data when applying for operational rights on city
rights of way. Transit agencies can work with cities to ensure that data requirements meet
transit agency needs and that data is shared between the two public entities.
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CHAPTER 1

Introduction

Data has become a critical component of many fields, and public
transit is no exception. Public transit systems generate a substantial
amount of data, including vehicle location records, records of passenger
boardings and fare transactions, and information on routes, schedules,
and real-time alerts. Private companies, including cellular network
providers and smartphone app companies, also collect data on loca-
tion and movement, which is routinely sold. Marketers use location and fare collection systems, to name just
information and mobility patterns to tailor ad campaigns—pushing a few.”
mobile ads for nearby restaurants or targeting mobile users on their (Rosado 2014)
way home from work. Data from cell phone apps, Global Positioning
System (GPS) probes in vehicles, and Bluetooth and Wi-Fi signals in
mobile devices are collected, processed, and sold by companies, including
HERE, INRIX, and Cuebigq.

“The transportation industry is a leader
in creating the Internet of Everything,
generating vast volumes of data each day
through sensors in passenger counting
and vehicle locator systems and ticketing

Public transit customers in many cities are accustomed to receiving information on transit
services in real time on their smartphones, using apps developed primarily by private companies
and fed by public data.

The reliance of transit agencies and customers on data is only expected to increase, as pre-
dicted by the World Bank (Peralta Quiros 2018). New data sources, including location data from
smartphones, and data from new mobility options, such as shared scooters and bicycles and
transportation network companies (TNCs), can provide additional insight on how people move
around their communities. Transit agencies are engaging in partnerships for service provision
across modes and with private mobility providers (e.g., with bikeshare providers and TNCs like
Uber and Lyft). These models can facilitate and often necessitate data sharing.

1.1 Need for Guidance on Transit Data Sharing

Just as there is value in having data, there can be value in sharing data. Sharing data has the
potential to create benefits for transit agencies and their users. Sharing data can facilitate the
following:

o Promote transparency and can increase awareness of the transit agency and its engagement
with transit customers.

e Spur innovation and support research that can help transit agencies plan better service and
operate more efficiently.

o Enable cost savings for transit agencies by using outside resources for data processing and
analysis.

o Generate revenue (e.g., through advertising).
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o Support improved customer information.

e Support other community functions, such as informing municipalities, real estate developers,
and even law enforcement agencies.

o Facilitate multiagency and multimodal mobility solutions.

o Support benchmarking activities that help transit agencies track and improve their
performance.

A decision framework for data sharing must weigh these benefits against the cost of providing
data and the risks of sharing it. Preparing data for sharing can be resource intensive and can be
both technically and organizationally challenging for some transit agencies. Technically, data
sharing requires knowledge of data cleaning, processing, and storing, including the application
of appropriate cybersecurity and privacy protection measures. Data sharing often includes terms
of use or a data sharing agreement, and transit agency staff must know which terms to attach in
each case. Organizationally, transit agencies are working to find the most efficient staff structures
to manage their growing volumes of data and the data sharing requests they receive.

Developing organizational structures and technical knowledge for data management can
help transit agencies establish protocols for assessing risks when they make decisions about data
sharing. The risks of sharing data include privacy risks, security risks, risks of data misuse, and
strategic risks.

These risks are defined as follows:

e Privacy risks are present whenever data has PII. Sometimes, the potential for a data set to be
combined with other data sets increases this risk. Transit agencies can take steps to protect
privacy that include encryption of identifiers, aggregation, and adding noise (random varia-
tion) to data to obfuscate individual patterns.

o Security risks can be present if data provides special insight into infrastructure and the loca-
tions of the people who use transit that could be used in a physical attack. Throughout the
data management and sharing process, there is also risk of a cyberattack exposing private data.

o Risks of data misuse can be present whenever data is shared. Although transit agencies seek to
mitigate this risk through data documentation, some users may intentionally or unintention-
ally misinterpret data, drawing conclusions that are incorrect.

o Strategic risks are defined as the risk that sharing data could compromise the transit agency’s
ability to serve its customers. This includes risks to the transit agency’s reputation and the risk
that the information will be against the transit agency (e.g., by competitors).

Finally, data sharing decisions require an understanding of the laws that govern information
sharing and data privacy. In many instances, as public agencies, transit agencies are required to
share data if requested. However, these laws generally include provisions to protect individual
privacy and other limitations. Including the correct contractual provisions in a data agreement
requires technical understanding of the data as well as legal expertise.

Figure 1 summarizes the sharing characteristics of the major public transit data types, based
on the literature review and transit agency interviews. Public transit data can be classified into
two broad categories: (1) data pertaining to passengers and (2) data pertaining to the public
transit system itself. One exception is incident data, because incidents may involve passengers as
well as infrastructure, vehicles, and transit agency staff.

Data pertaining to passengers includes passenger count data and survey data as well as newer
data types, such as fare or bank card transactions, video, Wi-Fi, Bluetooth, and app and webpage
usage data. Most (but not all) types of passenger data contain records of individual passengers
or records pertaining to a specific card or device that has the potential to identify an individual.
This is a critical distinction for data sharing, because the sharing of individual records poses a
privacy risk.
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Data pertaining to the transit system includes route and schedule data, vehicle location data,
maintenance, staff and operations data, and financial data. These data types typically do not
contain privacy risks; however, there may be security risks associated with the sharing of some
of these data types. Although security was not raised as an issue by the majority of the transit
agency interviewees for this study, a few interviewees indicated that their agencies refrained
from sharing some detailed transit system and transit system usage (passenger) data because of
concerns that it could be used to stage an attack on public transit infrastructure and the people
who use it. Additional information about transit data types and their data sharing attributes
is included in Appendix A.

1.2 Research Scope and Key Questions

There are several models for data sharing. Broadly, this report considers the following types
of data sharing:

o Public Data Sharing (Open Data). Data is shared publicly in an online data repository or
dashboard through an API or in a public-facing report. These sharing models promote trans-
parency and can spur innovation, but they cede control over how the data is used.

o Private Data Sharing. In a private data sharing agreement, data is shared with a specific partner,
often with a nondisclosure agreement. These types of sharing models enable transit agencies to
meet targeted goals. For example, many transit agencies have research partnerships in which
they share data with researchers who address transit agency planning and performance goals.

Data Selling and Trading

The research team did not find documented instances of data selling by transit agencies,
although there was one example of a transit agency charging for unique data analysis that was
requested by a client. In general, transit agencies in the United States are subject to public
records legislation (see Section 2.6). Although there are exemptions in some states for some
data types, these laws generally require public transit agencies to share data when requested.
In most states, public agencies may charge a fee for processing public records requests.
In this report, charging fees for public records requests as a source of revenue and using
transit agency data to increase transit agency advertising revenue are described.

Another potential mechanism to leverage value from public transit agency data is through a
data trade, in which a transit agency provides data to a partner and receives data from the part-
ner in return. This specific model appears to be rare for transit agencies. Instead, there are many
examples of transit agencies providing data and receiving other benefits in return (such as data
analysis, publicity, customer information platforms). There are also examples of transit agencies
leveraging service agreements and their relationships with customers to access external data sources.
These examples are discussed in this report in the broader context of data sharing agreements.

Research Methods

The analysis conducted for this study was based on two categories of sources: (1) a review of
research and industry literature and (2) a survey and interview process.

The literature review covered a wide range of sources of information, including academic
journals, online publications, news articles, and reports from organizations such as the Inter-
national Association of Public Transport (UITP), FTA, Shared-Use Mobility Center, Transit-
Center, and individual transit agencies. The research team also reviewed legislation and legal
proceedings to summarize the legal context for public transit data sharing.

Copyright National Academy of Sciences. All rights reserved.


http://www.nap.edu/25696

Data Sharing Guidance for Public Transit Agencies — Now and in the Future

Introduction 9

In addition, the research team conducted interviews to collect additional information about
transit data sharing experiences from a variety of perspectives. The team used an online screen-
ing survey to identify transit agencies with diverse experiences with data sharing. The screening
survey was distributed by the American Public Transport Association (APTA) to their members
and was also distributed via several different TRB committees focused on public transit data
and public transit planning, marketing, and policy. The team also reached out directly to transit
agencies with valuable data sharing models that were identified through the information review
process or based on their involvement in programs, such as FTA’s Mobility on Demand (MOD)
Sandbox Program. The team interviewed representatives from 12 transit agencies of different
sizes and across geographies.

The team also interviewed representatives from two cities, one state DOT, and one utility.
This enabled the team to document how similar public or publicly regulated agencies address
data sharing questions. The cities and state DOT were selected based on involvement in the
MOD Sandbox Program. To gain the private sector perspective, the team interviewed represen-
tatives from three mobility and location data providers, three private mobility providers, two
companies that provide transit data sharing and management services, and one transit planning
app company. The team also interviewed representatives from an energy data start-up, an elec-
tric utility standards working group, and a nonprofit energy research group to gain additional
perspectives. Finally, the team interviewed five experts, including academics and individuals,
from organizations that support public transit and shared mobility.

The following sources were used in this report:
Interviews

o Transit agencies

o Other public sector staff (cities, state DOTs)

o Academic experts

o Private sector mobility providers

o Private mobility data owners

o Developers of mobility data platforms

o Representatives from analogous organizations in the utility sector

Review of Information

e Academic journal articles

e Publications from organizations, such as Shared-Use Mobility Center, International Associa-
tion of Public Transport, and FTA

o News and web media

o Legislation and case law

o Transit agency websites and reports

Report Structure

This report tackles the broad concept of public transit data sharing from two perspectives.
The first is the sharing of public transit agency data and the generation of value from this
data. The second is transit agency access to external data sources.

Chapter 2 is an action-oriented, how-to guide for transit agencies, developed based on the
information gathered and synthesized in this research.

Chapter 3 discusses the key factors determining data sharing decisions, including benefits,
costs, and risks. It also includes a discussion of the legal context.

Chapter 4 summarizes models for the sharing of public transit data, and Chapter 5 considers
models for accessing external data sources.
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Chapter 6 documents the major challenges for data sharing, and Chapter 7 summarizes key
findings and discusses how the transit data sharing context is expected to evolve in the future. It
also notes topics for future research.

Appendix A provides more detail on transit agency data types and external data sources with
commentary on their sharing attributes. Appendix B consists of the interview guides used in
this research.

For reference throughout the report, a list of acronym definitions is provided in Table 1.

Table 1. List of acronyms.

Acronym Definition

AFC Automated Fare Collection

APC Automated Passenger Counter

API Application Programming Interface
APTA American Public Transportation Association
AVL Automated Vehicle Location

DOE Department of Energy

DOT Department of Transportation
FIPPs Fair Information Practice Principles
FOIA Freedom of Information Act

FTA Federal Transit Administration

FTC Federal Trade Commission

GDPR General Data Protection Regulation
GIS Geographic Information System
GPS Global Positioning System

GTFS General Transit Feed Specification

GTFS-RT | General Transit Feed Specification Realtime
HIPAA Health Insurance Portability and Accountability Act

IT Information Technology

ITS Intelligent Transportation Systems

LBS Location-based Service

Maa$S Mobility as a Service

MBTA Massachusetts Bay Transportation Authority
MDS Mobility Data Specification

MOD Mobility on Demand

MPO Metropolitan Planning Organization

NACTO National Association of City Transportation Officials
NTD National Transit Database

PIl Personally Identifiable Information

RFP Request for Proposal

SORTA Southwest Ohio Regional Transit Authority
sumMc Shared-Use Mobility Center
TANK Transit Authority of Northern Kentucky

TAZ Transportation Analysis Zone

TfL Transport for London

TIDES Transit ITS Data Exchange Specification

TLS Transport Layer Security

TNC Transportation Network Company

usc United States Code

uITp International Association of Public Transport
WMATA | Washington Metropolitan Area Transit Authority
XML Extensible Markup Language
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CHAPTER 2

Guidance

This chapter provides guidance to transit agencies for data sharing, based on insight gained
from interviews and secondary sources, which is described and documented in Chapters 3
through 6. The guidance answers three sets of questions.

1. How can transit agencies maximize the value from sharing their own data? What data should
be shared with whom? And what sharing model should be employed?

2. How can transit agencies access external data sources to meet their own transit agency
goals?

3. What data must be shared? How should transit agencies respond to public records requests?

The first two sets of questions should be considered in the context of broader transit agency
objectives. Organizationally, answering these questions requires the development of staff and
processes around data management and data analytics. Establishing staff who are responsible
for data sharing is the first of a four-step process shown in Figure 2. Instructions for how transit
agencies can achieve each of these steps to answer the first set of questions are provided in the
corresponding sections (2.1 through 2.4). Section 2.5 provides guidance on accessing external
data (addressing the second set of questions), which is a distinct process from transit agencies
sharing their data. The third set of questions involves institutional and legal issues. Instructions
for this process are included in Section 2.6.

2.1 Ensuring Data-Focused Staff

The first step in improving data management processes that are critical for effective data
sharing is to ensure your transit agency has staff with time and capabilities to make data sharing
decisions. Transit agencies can use this Staffing checklist to determine if they have adequate
staff to guide the data management and sharing process.

2.2 Establishing Goals and Objectives

Establishing goals and objectives that can be achieved through data sharing requires working
across departments and with leaders of your organization to understand needs and goals and
how these may be supported by existing or potential data.

Goals that depend on data and data sharing generally fall into the following categories:

o Public transit system performance, including innovation, planning, and prioritization
e Cost savings

e Revenue generation (e.g., from advertising)

o Customer information
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Staffing Checklist

[0 Do you have a dedicated staff person or division focused on managing data?

If not, consider your transit agency’s needs. Large transit agencies likely require
a team of data-focused staff. For a small transit agency, a single staff person

may be sufficient. For very small agencies, a staff member at a local government
agency may play this role.

Data management staff should include individuals with the following skills:

[0 Database administration and maintenance, including understanding of
security and permissions

[J Data analytics, including the ability to use scripts to automate data analysis
processes and work with larger data sets, and an understanding of how
analysis of different data sets can answer key questions and achieve transit
agency goals

[0 Knowledge of privacy risks and techniques that can be applied to preserve
privacy of data pertaining to individuals, including personally identifiable
information (PII)

[0 Do you have a lawyer to help interpret legislation that pertains to data
storage and sharing?

Some transit agencies have a lawyer on staff. If not, there may be a lawyer at
your state department of transportation (DOT) or local metropolitan planning
organization (MPO) who can work with you.

With the help of a lawyer, transit agencies should ensure they understand the
following:

[] State-level data security laws
[] State-level data breach notification laws

[ State-level information disclosure (public records) laws and any exemptions
that apply to transit agency data

[0 State-level tort laws that could be applied in instances of mishandling of
private data

Our review of legislation indicated that, in general, federal legislation either
does not apply to transit agencies or does not include specific legislation
that applies to transit agency data. However, individual transit agencies
should evaluate which laws apply to them and monitor changes to federal
legislation.

¢ Transparency
o Facilitating multimodal travel and other community functions
e Benchmarking

Transit agency staff responsible for data management analysis should review their agency’s
goals across these categories and identify goals that internal or external data can help achieve.
Furthermore, they can identify opportunities in which data sharing may help achieve those
goals. These opportunities can then be evaluated using the framework outlined in Section 2.4.
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Establish data-focused staff or division and
understand the legal context for data sharing.

Identify transit agency goals and objectives that
can be accomplished through data analysis and
data sharing.

Define data and analysis needs.

Identify data sharing models that can best fill
needs and meet goals, weighing benefts against
costs, and assessing and responding to risks.

Figure 2. Organizational flow for data management and sharing.

Action Plan: Develop a plan that demonstrates how specific data sharing opportunities
can achieve broader transit agency goals and objectives.

2.3 Defining Data and Analysis Needs

Effective data sharing depends on good internal data management. Achieving the goals iden-
tified in the previous step may require changes to data collection, data processing, and data
documentation to ensure data is used effectively and appropriately when shared. Transit agen-
cies can begin by inventorying the data management and sharing processes they have in place,
using the Data and Analysis Needs checklist.

The Data Preparation Needs checklist can be used to evaluate data collection, processing, and
documentation needs.

2.4 Evaluating and Selecting Data Sharing Models

Once objectives and needs are clearly established, use these as a basis to evaluate potential data
sharing models. Data can be shared publicly, often called open data, or data can be shared with
a particular partner, often under a private data sharing agreement.

To evaluate each potential model, consider the following:

e Benefits
e Costs
e Risks

Benefits

Evaluating benefits of sharing data is directly linked to the established transit agency goals
and objectives. It is useful to consider the same categories when evaluating expected benefits:

o Public transit system performance, including innovation, planning, and prioritization
o Cost savings

Copyright National Academy of Sciences. All rights reserved.
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Data and Analysis Needs Checklist
[0 Do you have a data catalog? Is it complete?
To check for completeness, consider the following:
[0 Have you checked in with points of contact across departments to ensure

that all data is included in the data catalog?

[0 Are there other data types that are not collected but are needed to meet
transit agency goals?

This can inform data collection, data purchases, and external data requests.

[J Do you have data sharing protocols in place?
Specifically:
[0 Do you have a data sharing risk assessment methodology?

[J Do you have data privacy protection protocols?

[0 Do you have a protocol for responding to information disclosure (public
records) data requests?

[0 Do you have a method for making data sharing decisions and forming data
sharing agreements, including designated decisionmakers?

Data Preparation Needs Checklist

Data Quality
[ Is the data sufficiently accurate and precise to meet objectives?

O Is it sufficiently clean (free of erroneous records)?

Data Coverage
[0 Does the data have sufficient coverage of transit users to draw insights?
[0 Are there biases in which people or vehicles are included?

Data Ownership

[0 Does your transit agency own the data? If data pertains to individuals, is there
a mechanism to get their permission to use the data?

Data Processing

[0 Do data sets need to merge to answer questions and meet objectives?

(1 Is the data formatted to facilitate efficient analysis?

[0 Does the data need to be aggregated to protect individual privacy or to suit a
particular audience?

Data Documentation

[0 Is data documented?

[0 Does each data set include a data dictionary?

[0 Are important caveats or assumptions included with each data set?
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Data Sharing Models

Public Data Sharing (Open Data): Data is shared publicly in an online data repository
or dashboard through an API or in a public-facing report. These sharing models
promote transparency and can spur innovation, but they cede control over how the
data is used.

Private Data Sharing: In a private data sharing agreement, data is shared with a
specific partner, often with a nondisclosure agreement. These types of sharing
models enable transit agencies to meet targeted goals. For example, many transit
agencies have research partnerships in which they share data with researchers
who address transit agency planning and performance goals.

Also consider: Is it more efficient or effective to perform the analysis and/or
produce the data product internally?

e Revenue generation (e.g., from advertising)

e Customer information

¢ Transparency

o Facilitating multimodal travel and other community functions
o Benchmarking

Not all benefits can be quantified, but qualitative descriptions of expected benefits can
guide data sharing decisions. For example, it may be useful to describe qualitatively what
types of innovation may occur as the result of data sharing. How could public transit system
performance improve? A key quantitative measure to include is how much internal effort can
be saved.

Consider how benefits vary under different sharing models. Benefits of open data can be
uncertain, because they depend on how the data is used. In a research partnership, the expected
benefits are more likely to be clearly defined.

Costs

Data sharing requires internal effort by transit agency staff. It is important to consider how
much effort would be required under different data sharing models and how this compares
with the effort that would be required to meet data-driven objectives internally. Public data
sharing (open data) can require significant data preparation to ensure the data is usable by
diverse audiences. Private data sharing relationships may require ongoing management. In some
cases, research partners are paid, requiring additional outlays.

Risks

In conducting risk assessments of data sharing, it is important not only to have a procedure
to evaluate risks but also to have a protocol for what do when risks are present.

Generally, there are four types of risks related to sharing of transit agency data:

e Privacy
o Security
e Misuse
o Strategic
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According to transit agency interviewees, data privacy is a major concern. Each transit agency
should develop a privacy risk assessment and protocol that it is comfortable with as an organiza-
tion. Data privacy is an evolving topic. Legal definitions of data privacy vary and are expected
to change over time. The Privacy Risk Assessment checklist can serve as a general guide for a
privacy risk assessment.

Privacy Risk Assessment Checklist

[J Does the data contain names, addresses, or other personal data, such as Social
Security numbers?

[0 Does the data contain individual records or records pertaining to a small sample
of individuals that could be used to identify an individual based on their travel
patterns?

[] Could the data be linked to other available data sets and used in combination
with these other data sets to identify individuals?

A privacy protocol consists of a set of actions or rules to follow if data presents a privacy
risk based on the assessment. Depending on which privacy risks are present, actions could
include the following:

e Do not share data at all.

o Do not share data publicly.

e Process data before sharing. This could include censoring, aggregation, or adding noise
(random variation). Specific processing protocols should be defined for different
data types. Consider how processing impacts the potential to use the data to meet research
and analysis goals (e.g., aggregation limits analysis of how individual users behave
over time).

e Share data with partners contingent on requirements, including the following:

— Ensure data recipients are trained in using private data.

— Ensure data recipients have a secure method to store data.

— Require data recipients to sign a nondisclosure agreement, ensuring that they will not share
the data.

Security, misuse, and strategic risks should also be assessed. Each transit agency must deter-
mine how important these risks are for data sharing decisions. Risks are likely to vary by data
sharing model. The Other Risk Assessment checklist provides an example risk assessment method
that could be tailored.

Terms

Once a sharing model is selected, consider attaching terms. When sharing data that poses
privacy concerns or other risks, it is important to attach terms that restrict additional sharing or
publishing, and mandate cybersecurity measures.

Even with open data that does not pose privacy risks, terms can protect the data provider
by including disclaimers about accuracy and use. At Transitland, an open data initiative
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Other Risk Assessment Checklist

[0 Is the data likely to be misinterpreted by users and what would be the conse-
quences of misinterpretation? Can this be avoided through data processing
and documentation?

This risk is mostly limited to public data sharing, because private data sharing
agreements can require public transit agency approval of products based on
the data shared.

[0 Could sharing the data harm public perception of the transit agency?

Some transit agencies are hesitant to share data that reveals poor performance.
However, this risk should be weighed against the benefit of transparency.

[0 Could sharing the data create an information asymmetry, in which a
competitor to public transit has more information than the transit agency?
Given public records laws, this situation is often unavoidable. This risk must
be weighed against the benefit of transparency and increased awareness of
public transit through data sharing. Transit agencies can also try to access data
from private mobility providers.

[0 Does the data pose a security risk? Could it be used in an attack?

Sharing any data on people’s and vehicles’ locations poses some security risk.
Transit agencies must decide how much to weigh this risk against the benefits
of data sharing.

focused on General Transit Feed Specification (GTFS) data, they suggest using an open data
license and provide a model license to use as a starting point (https://transit.land/an-open-
project/#for-data-providers).

2.5 Accessing External Data

Transit agencies may find that they need external data sources to achieve their established
data-driven goals. Appendix A describes the types of external data sources that transit agency
interviewees expressed interest in and their potential uses for transit agencies.

In general, transit agencies acquire external data through four possible models:

o Asadirect purchase

o Through a service agreement with a private mobility partner

e Through a third party

e By accessing public data sources (e.g., census or the National Transit Database data)

As with decisions about sharing transit agency data, decisions about accessing external data
should begin with definitions of objectives and needs. Transit agencies may need to spend signifi-
cant effort engaging with external partners and finding a partner who will cooperate, particularly
if transit agencies seek a cost-neutral solution. This effort should be considered when weighing
the costs of acquiring external data.

Transit agencies should consider working with cities and state DOTs to coordinate efforts to
access external data and leverage the power of these public sector collaborators.
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When acquiring data, transit agencies should consider the following factors:

o Sample size

o Data collection biases and coverage across users and geographies
o Data cleaning and processing methods applied

o Data precision and aggregation

o Frequency at which data is provided

o Data format

Transit agencies should consider involvement in the development of data standards
for external data sets. Data standards, such as the Mobility Data Specification, which specify
required data components and formats, can make it more efficient for transit agencies to use
data from multiple providers.

The Shared-Use Mobility Center released a white paper in 2019 that provides guidance
to transit agencies seeking data sharing in a mobility partnership. The document includes
a flowchart describing short-term actions and longer-term actions (Shared-Use Mobility
Center 2019). Longer-term actions include working with lawmakers to modernize public
records laws. This can be important in cases where external partners are hesitant to pro-
vide data on individuals that could be accessible to the public under existing information
disclosure laws.

2.6 Responding to Public Records Requests

Understanding laws in your state is critical for responding to public records requests. Having
a data-focused staff or division responsible for responding to public records requests pertaining
to the transit agency’s data is helpful, because this person or division can ensure they are well-
versed and up to date on legislation and can track repeated requests and requests that require
significant effort.

In general, information disclosure legislation contains exemptions to avoid releasing data
that may pose privacy concerns or create other risks. However, legislation may not “keep up”
with new data sets. Therefore it is important to consider risk assessment of public records
requests. As shown in Figure 3, if public records requests pose risks, transit agencies may
consider making internal changes about data storage or lobbying for changes to information
disclosure legislation.

Transit agencies should also consider information disclosure legislation when requesting data
from external partners. As described in Section 2.5, information disclosure laws can pose a
barrier to accessing external data.
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Figure 3. Flowchart for public records requests.
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CHAPTER 3

Factors Impacting Transit Agency
Decisions about Data Sharing

As described in Chapter 1, transit agencies share data with researchers, private companies, other
public agencies, and the broader public for a variety of reasons. The interviews conducted and
information gathered in this research effort revealed that, when transit agencies decide whether
to share their data, who to share it with, and which model to use to share it, they consider several
factors. Public transit agencies are motivated to share their data by diverse expected benefits, such
as transparency and innovation, but they also evaluate risks and consider the costs of preparing
data to be shared. Legislation around data sharing and data privacy underlies these decisions.

3.1 Benefits

The benefits associated with sharing data are wide-ranging and can be difficult to quantify.
Transit agency interviewees frequently commented on the need for methods to assess the value

of data and particularly the value of sharing data.

Transparency and Increased Awareness of Transit Services

A Pilot to Increase Transit Visibility

In a recent pilot program, Denver Transit
partnered with Uber to integrate transit
service information for the City of Denver
into the Uber app. Residents in Denver
can use the ridesharing company'’s app
to plan trips on Uber and transit, and
they can also buy transit tickets from
within the app. The pilot program aimed
to integrate multiple mobility service
alternatives (including transit, bikes,
scooters, and ridesharing) into one app
to help reduce residents’ dependence on
cars (Bosselman 2019). It also increases
the visibility of the transit agency’s service
to ridesharing riders.

According to the transit agency interviewees, the general public
expects that public agencies publish data in free and open formats.
Recent years have seen an emphasis on transparency in government
and public agencies, precipitated from the federal level—a 2009 Office
of Management and Budget memo encouraged transparency and
prompted local governments to develop open data portals.

Publishing data helps transit agencies meet this transparency goal,
which can positively impact public perception. Two of the transit agency
interviewees identified transparency as a reason for sharing data.

In addition to transparency, data sharing can serve to publicize the
transit agency, and may even encourage citizen engagement (Kassen
2013). Increased awareness of transit services was identified as one
benefit of GTFS data sharing in a recent study (Schweiger 2015). One
transit agency interviewee discussed how their agency’s open data
spurred engaging online content and helped “build the agency brand.”

Innovation and Research

In a report on the value of data, Abella et al. (2017) identify the
ability of data to spur innovation as a key benefit of data sharing.
The innovation impact of open data was pinpointed in the context
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of public transit route, schedule, and vehicle location data in TCRP Synthesis 115: Open Data:
Challenges and Opportunities for Transit Agencies (Schweiger 2015) and also in a report on the
value of Transport for London’s (TfL’s) open data (Deloitte 2017).

Across the United States and abroad, private developers have
responded to open streams of public transit route, schedule, and

vehicle data by developing travel apps that provide trip planning and Value Generated by Open Data

vehicle arrival information to customers. Transit agency interviewees The gross value added to the economy
commented on the ability of external partners to innovate in quick- from companies that develop apps using
changing contexts, such as app development. Open route, schedule, TfL's open data was estimated to be

and vehicle location data have also led to the development of addi- between £12 and £15 million (§13 to
tional open-source resources, including products such as OpenTransit $18 million) and to directly support
Indicators, which calculates performance indicators from this data, and approximately 500 jobs (Deloitte 2017).
TransitWand, a tool for collecting route and schedule data in the field

(Lawson 2016).

Standardization is a key factor that has increased the innovative impacts of route, schedule,
and vehicle location. The GTEFS has been widely adopted. (Data in this format is available for
more than 1,350 public transportation providers as of August 2019.) The standardized format
means that innovative tools and products that utilize GTFS can easily be applied across transit
agencies. This increases the potential return on investment for innovators and enables sharing
of innovations across transit agencies.

In addition to innovative products, data sharing supports public transit research. Nearly all
the transit agency interviewees discussed the benefit of external research conducted using their
agencies’ data. Interviewees noted that within their transit agency there often is not time to focus
on research-oriented questions. They named specific examples of research conducted by exter-
nal partners that benefited their transit agency. These include the following:

e A bus turnaround dashboard

e An origin—destination inference algorithm

o A passenger segmentation model

o An electrification study

o Optimization of dispatcher assignment of work

Sharing data can also spur innovation through the combination of public transit data with
external data sets. One transit agency interviewee discussed this potential, noting that transit
data might be combined with other data sets, such as health care or census data, to create new
insights. For transit agencies that seek to pursue innovative, multimodal collaborations, some
level of data sharing is often a necessity.

Cost Savings

Outsourcing data analysis and processing work through data sharing can save transit agencies
money. For example, although some transit agency interviewees noted their agencies have devel-
oped their own transit planning and real-time information apps, several interviewees noted that
developing their own apps in house would be time-consuming and inefficient, compared with
allowing external partners to develop them. One transit agency interviewee also noted that, by open-
ing up data, external users of the data help the transit agency more quickly identify problems with
the data sets. Increasing the data user pool saves the transit agency time spent looking for missing
data and data anomalies. Clearly, this benefit must be weighed against the risk of releasing data that
has not been fully vetted. However, for some data sets and partners, this may be a useful model.

Cost savings can also be accrued by releasing data publicly in batches, rather than repeatedly
releasing data on a case-by-case basis through individual public records requests. Publishing
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Fees for Data?

The electric utility sector is facing similar
questions about whether fees should
be charged for data products and data-
driven services. The industry working
group, Green Button Alliance (2018),
believes that if data is to be sold, the
pricing should be uniform for all poten-
tial customers. That is, data cannot be
free for some users and for a fee to
other users. However, in practice, some
state public utility commissions allow
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frequently requested, nonsensitive data online saves transit agency staff
time in the long term.

Revenue Generation

Several transit agency interviewees expressed concerns over the
risk of negative perception of data sales. They felt the public would not
support the idea of the transit agency profiting off of data on the indi-
viduals who use the public transit system. In addition, several transit
agency interviewees mentioned their agencies could not sell data,
because they are required to provide it to anyone who requests it with
a public records request. Under many state laws, transit agencies can
charge public records requesters for the effort required to fulfill their
requests; however, the transit agency interviewees did not report on any

utilities to charge a fee for data and instances in which their agency had charged requesters.

others mandate the data be provided
for free. Some organizations have devel-
oped revenue streams to support an
internal team of information technology
specialists, and still others see competitive
advantage in developing a platform
that can be licensed to other utilities
that want to offer data products and
data-driven services.

Outside of public transit, there are examples of public entities gener-
ating significant revenue from the data they collect. Most state depart-
ments of motor vehicles charge for the release of vehicle registration
data. Many states charge as much as $5 per record. Although restric-
tions prevent data users from using the data to contact individuals
directly, this data can be used in aggregate for market research and is
frequently purchased both by vehicle manufacturers and data aggre-
gators such as LexisNexis. The Florida Department of Highway Safety
and Motor Vehicles was reported to have made $63 million in 2010
through fees on registration records (Local 10 News 2011). There
have been examples of individuals and organizations successfully
challenging unreasonably high public records request fees (Grube 2013).

Is There a Market for Transit Agency Data?

Currently, the market for transit agency data is limited compared with the market for vehicle registration data
(a significant revenue generator for state departments of motor vehicles). The market for transit ridership data
is limited because transit riders are generally only a small share of a region’s residents and alternate sources

of mobility data (cellphone, GPS) cover a larger market. Route, schedule, and vehicle location data are widely
used in private apps but have been made available for free. It is unclear whether or not these app developers
would pay for this data. Other types of transit data are infrequently requested from transit agencies, based on
the information received from the transit agency interviewees.

Representatives from Location-Based Services (LBS) companies that the research team interviewed for this study
expressed interest in collaborating with transit agencies to find better use cases of their combined data sets.
Examples from some geospatial mapping technology companies may also shed light on the possible use of
transit data for the retail business. One spatial location mapping company interviewee indicated their company
had developed visualization and mapping products from the open U.S. Census data. Their date-derived analytical
results generate additional values for their business partners.

The private mobility provider interviewee indicated that they use transit data that is publicly available.
Responses as to whether they would pay for this data varied. Several expressed particular interest in station
geometry data, including station entrance locations and parking facility locations, because this information
enables more detailed maps for multimodal connections.
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Given the expectation of free and open data, public agencies have seen pushback when they
attempt to sell data. Dutch agencies attempted to release data to some partners for free while
selling data to others, which led to conflicts (Conradie and Choenni 2014). The tone of news
stories about TfL’s potential financial gain from Wi-Fi data similarly suggested that public
agencies profiting off their data can provoke a negative response (Cheshire 2017).

Advertising

Although selling or charging fees for transit agency data is not a major consideration,
several transit agency interviewees described the monetary benefits accrued by using their
agency’s data to increase advertising revenue. At least five of the transit agency interviewees
indicated their agencies had already used data to generate advertising revenue or were
considering doing so. One transit agency interviewee noted their agency is in the process of
estimating the value of advertising in their transit system, including data-driven, targeted
advertising. Two others described how their agencies used ridership data to price space in
their transit system.

According to TfL’s 2017-2018 Advertising Report, 20% of the UK’s outdoor advertising by
value is owned by TfL. In 2017, TfL provided customer segmentation data to advertisers. This
depersonalized and grouped data from smart ticketing was overlaid with demographic market
segmentation data from a private marketing company (Experian) to help prove to advertisers that
they are reaching their target audiences. According to the report, advertising revenues in the
fiscal year 2017/2018 were £152.1 million ($185 million) (Transport for London 2018). With
ongoing research on location-based advertising and its increased prevalence, there may be
increasing latitude for transit agencies to generate revenue by leveraging their data.

Customized Data

One transit agency interviewee noted that their transit agency had occasionally sold bespoke
analysis to clients. This consisted of specially requested analysis that would otherwise not be
performed by the transit agency. This type of model avoids the privacy risks of sharing data
directly and may alleviate the public perception risk of profiting off data that is perceived as
a public good. Another potential revenue generator discussed in the transit agency interviews
was the potential for transit agencies to sell the data infrastructure expertise they developed to
share data, particularly expertise in the development of APIs that feed large volumes of real-
time data to developers.

Customer Benefits

Perhaps the most significant benefit that transit agencies consider when sharing data is its
potential to positively impact customers. Travel apps that help customers plan public transit
trips and alert them to bus and train arrivals can save customers time. According to a study of
open transit data, the primary reason transit agencies have cited for releasing route, schedule, and
vehicle location data is to provide customers with more information (Schweiger 2015). In
London, 42% of residents use mobile phone apps that use information from TfL’s open data
feed. These open data feeds provide customers with greater certainty about their journeys and
potentially save passengers time. These benefits to customers from TfL data provided via apps
were estimated at between £70 and £90 million ($85 to $109 million) per year in time savings
(Deloitte 2017).

The innovative studies spurred by open data can impact customers as well. Research that
helps transit agencies operate more efficiently or plan service better ultimately translates into
benefits for public transit customers. The impacts of external research on customers may be
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Getting More Value from Third-Party Apps

Transit agencies may be able to generate more customer benefits from third-party
apps in return for the data they share. In Tampa, Florida, a pilot program embedded
Open311, a service that allows users to report issues to the local government and
transit agencies, in the open-source OneBusAway app (Barbeau 2018B).

Transit agency interviewees also described two additional information types
that could be presented in customer-facing apps: crowding information and fare
information. As data and processing methods improve, the possibility to provide
reliable crowding information in real time is increasing. Although some transit
agencies are concerned that reporting on crowded trains and buses may
discourage public transit use, others see this as an important way to increase
customer knowledge and improve their experience. Fare information is part of
the GTFS standard but is not supplied by all transit agencies. Wang (2014) noted
that the existing GTFS standard is insufficient in the way it describes fares and
proposed an extension to GTFS to model complexities in fare structure, such as
time of day variance, distance-based, and free transfers. At least one transit
agency interviewee noted their agency was working to include fare information
in its public information feeds and ultimately in transportation apps.

significant, particularly in data sharing models where transit agencies are able to influence exter-
nal research to target their needs.

Facilitating Community Functions and Multimodal Mobility

Transit agencies also reported that data on passengers is requested by real estate developers,
municipal planners, and law enforcement officers. Transit agencies attempt to support these
community needs while also protecting private information on their customers. In a recent
example in Boston, Massachusetts Bay Transportation Authority (MBTA) video surveillance
data and fare card data were used to locate a kidnapped woman (Flanigan 2019).

Public transit is just one part of a multimodal transportation system. In some cases, public
transit agencies partner directly with TNCs or micromobility providers. Data sharing is often
critical to building a well-functioning multimodal transportation network. Some argue that the
integration of public and private mobility options, which generally requires data sharing, makes
cities more attractive to investors with private capital, increasing the number of skilled jobs
available and widening the city’s tax base (Hemerly 2013).

Benchmarking

Transit agencies share data for benchmarking, which helps them understand, track, and
improve their performance. The National Transit Database (NTD) is a repository of transit
agency information. Transit agencies that receive funding from FTA under the Urbanized Area
Formula Program (§5307) or Other Than Urbanized Area (Rural) Formula Program (§5311)
are required to submit data to the NTD. The data is frequently used by researchers to understand
trends in public transit performance. The fact that it is standardized across agencies makes it easy
to use for cross-agency studies.
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Transit agencies can also pool data privately to benchmark performance. The American Bus
Benchmarking Group is a consortium of bus agencies that share data and best practices. It aims
to help its members understand their performance by making comparisons about practices and
outcomes across agencies.

3.2 Costs and Effort

There are many steps required to prepare data for sharing. Figure 4 summarizes the com-
mon elements in preparing data for sharing. These steps require staff time and often also
require contracting with external vendors. In many cases, these steps are required even for
internal data use, a factor identified by several transit agency interviewees. Interviewees noted
that good internal data management practices make data sharing easier. For example, a well-
documented internal data repository helps transit agency staff make use of data and also
reduces the additional steps required to distribute data. However, several transit agency inter-
viewees noted that much of their agencies’ data was not collected with analysis in mind, was
not stored in a centralized location, and was not documented for external use. As such, pre-
paring data in response to data requests often requires significant effort. There is additional
effort required to conduct privacy and other risk assessments and to develop any licensing
agreements necessary.

Data Cleaning

Although data cleaning is important, it can require significant effort. If a planning goal
depends on high-level metrics that aggregate data across months or years, an imperfectly
cleaned data set may be sufficient. In contrast, when data is shared to provide customer infor-
mation, errors in the data can be problematic. If the route, schedule, and vehicle location infor-
mation that transit agencies share are inaccurate, it may dissuade customers from using transit
services, and could even have implications for customers’ safety. Transit agencies interviewees
emphasized the importance of vehicle arrival prediction quality and described issues such as
“ghost buses”™ —in which bus arrivals are predicted but do not occur—that they are actively
working to combat.

Figure 4. Process of preparing data for sharing.
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This same level of data quality is not necessary for all data types. Two transit agency inter-
viewees of agencies that release the most data publicly both noted that data does not have to be
perfect to be released. They see benefits from releasing data even if it has minor flaws. As long as
the issues and caveats are described in the data documentation, releasing data promotes trans-
parency and can spur research and innovation. In some cases, external data users can actually
help the transit agency identify and fix problems with the data.

Data Merging

Often transit agencies merge multiple data sources to produce more useful data products.
Common examples include merging automated passenger counter (APC) and farebox data,
connecting data to GTES identifiers, and assigning data to trips or vehicles. These processes
make data easier to use and increase its value both internally and externally.

Adding Value to Data

Sometimes internal analytical effort by transit agencies can pay off by making
data more useful and desirable to other users. Looking to the energy sector,
utilities in New York and California are creating “interconnection maps” to show
third-party service providers exactly where they can provide distributed energy
resources, and the price that the utility is willing to pay for load at those network
nodes. Creating these maps is one step in streamlining the procurement of third-
party services by publicly sharing localized electricity needs and creating a standard
process for third-party service integration. In California, the utilities work
independently, posting their interconnection maps on their websites (California
Public Utilities Commission 2008). In New York, the utilities are collaborating with
each other as well as the regional transmission operator to standardize data
collection, management, and load forecasting methods (Joint Utilities 2016).

Transit agencies may create similar data products that make their data more
accessible and valuable to third parties, including private developers and private
mobility providers. Transit agencies can evaluate the potential benefits of
creating these products, which could include revenue generated from processing
fees and transit-supportive development against the effort required and the
potential strategic risks of releasing these data products.

Other research questions require merging transit data with external sources, such as weather
or census data. Transit agencies may opt to do this task internally, or they may share the data
sets publicly or with a research partner that will complete the task.

Data Aggregation

Data aggregation refers to any process in which individual records are combined to produce
summary data, for example, combining individual boarding or origin—destination data to provide
estimates of average weekly ridership on a route. Transit agencies must make decisions about
aggregation prior to sharing data. Transit agency interviewees reported that they aggregate data
for a variety of reasons, including making data easier to use and understand (particularly for non-
technical audiences), minimizing data storage needs, and protecting individuals’ privacy.
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Aggregation is an important tool given the variety of audiences for
transit data. One transit agency interviewee noted that different audi-
ences are interested in different levels of aggregation. Although researchers
typically prefer disaggregate data, journalists, advertisers, and real estate For internal use:
developers typically seek some level of aggregation so they can draw
conclusions and make decisions about actions to be taken without having
to perform a significant amount of analysis themselves. Providing aggre-
gated statistics on things like ridership, on-time performance, and vehicle
crowding can also prevent some types of data misuse, in which external
users misunderstand aspects of the data and perform analysis that leads For external use:
to incorrect conclusions. However, more detailed disaggregate data, when
analyzed correctly, can spur research that generates new insights that can
benefit the transit agency. Some transit agencies provide both disaggregate
data for download and an interactive dashboard that allows the user to
view aggregated information, with data grouped by time period and route.

Why Aggregate?

e Aggregation reduces data
storage needs and protects
against cyberattacks of
individual records.

e For some audiences, aggregation
helps them understand the data
and prevents misuse.

e Aggregation of individual records
prior to sharing can protect
The transit agency interviews also revealed many examples of data individuals’ privacy.

aggregation for privacy protection. This is described in Section 3.3.

Data Formatting

Transit agencies may format data to make it easier to use or to conform to data standards.
Standardizing data prior to sharing can produce additional value, for example, by encouraging
standardized, open-source tools, as has been the case with GTES. However, standardizing data
also requires additional effort. A discussion of the advantages of data standards for data sharing
and the challenges of developing and adopting data standards is included in Section 6.2.

Data Documentation

In general, some form of data documentation, typically including the development of a data
dictionary, is required prior to sharing data. Although good, detailed documentation is critical
when data is shared publicly, more basic documentation may be sufficient if data is shared with
a partner under an ongoing collaborative relationship.

Data released without sufficient context and metadata (including information on assump-
tions inherent in the data and data dictionaries) is susceptible to misuse (Conradie and Choenni
2014). Data users need to know field definitions as well as any assumptions and caveats. Data
field definitions and possible values are typically provided in a data dictionary. This process is
especially important when data is shared externally. All the transit agency interviewees indi-
cated their agencies provide some documentation with the data they share. Some expressed that
this process can require significant effort and that it is sometimes a challenge to determine what
level of detail of documentation is sufficient. Good documentation can help prevent misinter-
pretation and misuse of data but takes time to develop. The use of data standards can address
this challenge, because transit agencies can rely on centralized documentation of data following
the standard format.

Data Cataloging

Not all transit agencies have data catalogs, but they can be useful for data sharing. In fact,
most of the transit agency interviewees noted that their agencies do not have a centralized
data repository, and that data was stored in a variety of locations across the transit agency.
The advantages and need for a centralized data catalog were explained in several transit agency
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interviews. A centralized data catalog can serve both internal data analysis and data sharing.
Parts of the data catalog may be made open to the public, with access to other parts granted to
certain partners or limited to transit agency staff. The catalog can help internal staff find and
use data collected across divisions and can also ease the data sharing process, saving the transit
agency time responding to data requests.

One transit agency interviewee indicated their agency developed a public-facing dashboard
where users can view and download many types of data. The interviewee noted that the dash-
board saves time responding to internal data requests as well, because people from other divi-
sions can “help themselves” to data. Having such a catalog requires staff effort to maintain. Many
transit agency interviewees noted that the lack of a staff member or group dedicated to such an
effort was the reason their agency did not have a catalog.

3.3 Risks

The primary risks that may impact public transit data sharing decisions are privacy, security,
data misuse, and strategic risks. Section 2.4 includes checklists and guidance to assist transit
agencies in identifying and addressing these risks. This section provides context and examples
to illustrate these risks based on the interviews conducted and the review of literature and
information.

Privacy
There are several sources of privacy concerns with public transit data, including the following:

o Personal data collected, such as registration information associated with fare cards (names,
addresses, etc.).

e Anonymized individual data that risks re-identification when combined with other data sets.

o Anonymized individual data that risks re-identification even without additional data sets (PII).
As public transit agencies increasingly integrate their electronic fare systems with other modes
and payment systems (such as credit cards) re-identification becomes increasingly possible.

e Facial recognition of video data.

Examples of re-identification of anonymized data occur across fields. For instance, in 2008,
Netflix released data on movie ratings by individuals that they believed had been anonymized,
but researchers at the University of Texas at Austin proved that they could identify individuals
(National Academies of Sciences, Engineering, and Medicine 2018). Similarly, when the New York
City Taxi and Limousine commission released data on taxi rides in 2014, a data scientist was able
to identify individual trip origins and destinations and amount paid by combining the data set with
medallion numbers visible in celebrity photographs (Lubarsky 2017). Transit agency interviewees
expressed the need for guidance and protocols to follow to assess and reduce privacy risks.

How Important Is Privacy?

In assessing privacy risks, transit agencies may consider how important privacy is to their
customers and their customers’ willingness to provide personal information to public agencies
in return for benefits. Studies have shown that people are willing to trade privacy for benefits.
According to a 2012 Pew study, almost three-quarters of smartphone owners get location-based
information on their phones. However, people also appear to be selective in which sources they
provide information to. The study found that more than half of app users surveyed had uninstalled
or chosen not to install an app because of privacy concerns (Brakewood and Paaswell 2017).

In a focus group on transit agency apps, most users said they did not read app pri-
vacy policies, although 72% said they understood that their smartphone’s locations could
be identified. In a survey on the same subject, most respondents said that transportation
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apps should know their location (71%), and 60% said they were not concerned about this
(Brakewood and Paaswell 2017).

However, people are concerned with their data being shared, especially if it is not for trans-
portation planning purposes: 50% were “strongly concerned” about having data shared for
marketing purposes, compared with only 13% “strongly concerned” about having it shared for
transportation purposes. Brakewood and Paaswell (2017) also found that, although 35% of survey
respondents were “strongly concerned” with data from transportation apps being shared
with a private agency, only 18% were “strongly concerned” with this data being shared with
a public agency.

Understanding these tradeoffs is important because there is a cost to maintaining data privacy.
Erhardt (2016) argues that strong privacy restrictions, such as data obfuscation requirements,
can limit the usefulness of smart card data. Lerner (2012) discusses data privacy regulations
in the context of online advertising and suggests that they may inhibit innovation by posing
obstacles to start ups and thus favoring large established companies. Transit agencies may be
similarly burdened by privacy regulations relative to private mobility providers and private
mobility data collectors.

Opt-in Models and Standards for Data Privacy

Researchers often want to access individual records, which some transit agencies are
hesitant to share due to privacy concerns. There may be potential to address this
challenge with opt-in models, in which individuals agree to share their data (Inter-
national Association of Public Transport 2018). One transit agency interviewee
discussed this option for accessing users’ Wi-Fi and app usage data. If transit agencies
can show customers that they will use data to the customers’ benefit and establish
trust with their customer bases, opt-in models can allow transit agencies to maintain
sensitive data internally and use it for planning purposes. In some cases, transit
customers may even opt in to sharing their data with external trusted partners,

such as researchers and municipalities if they are made aware of potential benefits.

A possible model for opt-in data sharing comes from the electric utility industry
Green Button Alliance. The Green Button Alliance’s DataGuard enables informed
consent for customers to opt-in to data sharing and allows customers to decide
how and when data is shared. The standard also includes secure maintenance
and disposal of data, and self-enforcement or auditing to ensure security.

The Green Button Alliance has taken DataGuard a step further to develop two
industry standards: (1) UtilityAPI (2) and Green Button. These standards require
companies to educate customers of their data’s existence, and provide opt-in consent
with options to set expiration dates on data sharing. Customers can either download
their Extensible-Markup-Language-formatted (XML-formatted) data and send it to a
third party, or they can use their utility website log-in credentials (as they would, for
example, with a Facebook or Google account to log into multiple websites) to share
their data with approved companies via Transport Layer Security (TLS) 1.2 encryption.
The industry chose XML-format and TLS 1.2 encryption, because these are software
standards for open sharing. Green Button data protects user privacy by splitting a
user’s data into two parts: usage data and personal data. The usage data does not
have personal identifying information, such as name, address, and geographic
location. Personal data does not have any usage data.
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How Much Aggregation Is Necessary to Protect Individual Data?

The majority of transit agency interviewees indicated that their agencies never shared indi-
vidual records. Those that share individual records do so only with trusted partners who sign
a nondisclosure agreement and undergo training in the handling of such data. Instead, transit
agencies typically opt to aggregate individual records prior to sharing.

Transit agency interviewees revealed that the level of aggregation varies. One transit agency
interviewee indicated that their agency never releases aggregated data containing fewer than
10 records within a given sample bin. For example, if a data requester asked for hourly board-
ings at a stop, and the stop had fewer than 10 boardings in 1-hour period, they would not
release data for that hour. Another transit agency interviewee described a similar rule, but
their agency set their minimum at five records. A third transit agency interviewee indicated
that their agency only releases data aggregated to a census tract or Transportation Analysis
Zone (TAZ) level. Yet another one specified that their agency only supplies average daily
boarding information, typically aggregated to an entire year. The interviewee noted that
this choice was not only for privacy reasons but also due to lack of consistent data and data
quality concerns.

Multiple transit agency interviewees commented that their agencies’ privacy policies felt arbi-
trary and that guidance on privacy protection would be appreciated.

Data Aggregation to Protect Privacy—Lessons from the Energy Sector

In the electric utility sector, publicly available data are also aggregated to protect
individual users’ privacy. State regulation of customer electricity usage generally
covers the release of individual customer data, wherein a customer can release
their electricity usage alone, or with their personal identifying information, to
third parties. States also address how utilities make customer electricity usage
data available for planning purposes, whether to state energy agencies and
regulators or to third-party service providers.

Balancing the need for temporal and geographic granularity, which provides
insights into consumer demand for electricity at a given time at a specific
location, and the need for privacy is a challenge for state regulators.

To achieve this balance, regulators define acceptable levels of geographic
granularity.

o Vermont allowed utilities to release aggregated customer data, without
personal identifying information, at the municipal level (i.e., aggregated
across an entire town or city).

e Colorado developed the “15/15 rule,” whereby utilities provide 2 months of
customer usage data on a rolling basis (Colorado Public Utilities Commission
2015). It is aggregated across at least 15 customers of the same classification
(e.g., large home, small home, small business) within the same ZIP+4 area,
without PII. A single customer’s load must not comprise more than 15% of
the customer group. If there are fewer than 15 customers in a ZIP+4 area,
or a single customer’s load is more than 15% of the total data, the utilities
expand the geographic area to ZIP+2. California (Lee and Zafar 2012) and
Illinois (lllinois Commerce Commission 2014) also adopted the 15/15 rule.
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Data Censoring

Data censoring may be required prior to sharing data that consists of written descriptions. For
example, one transit agency interviewee noted that, although most of the information in their
agency’s incident reports was likely not sensitive and could be released for transparency pur-
poses, some reports may occasionally contain descriptions of individuals that present a privacy
risk. As a result, sharing this data would require significant effort to review the data and scrub
any sensitive information.

Strategies and Lessons Learned About Data Privacy

Transit agencies have developed a variety of techniques to address privacy concerns when
they collect and share data. One transit agency interviewee discussed the importance of trans-
parency, noting that their agency used several methods to inform customers of Wi-Fi data
collection in their stations. Notices described that data would be used to benefit customers
through improved service planning. Being upfront about data collection helps mitigate the
risk of privacy concerns being raised after the fact. Establishing the benefit to customers may
create buy-in.

Another transit agency interviewee specified that their agency has a privacy officer who reviews
data requests that have privacy concerns and who also conducted a privacy impact assessment.
This organizational structure and proactive approach may also mitigate privacy risks.

Outside of transit, there are other frameworks for privacy that can guide transit agencies.
One framework for assessing privacy risk categorizes data in three tiers: open data, restricted
data, and highly restricted data that are collected under a pledge of confidentiality (National
Academies of Sciences, Engineering, and Medicine 2018). Open data is data for which privacy
concerns do not exist. Restricted data may have privacy concerns associated with it and should
only be shared with appropriate provisions. Highly restricted data generally should not be
shared, and individuals should be informed of its collection and uses.

The National Center for Health Statistics follows a “Five Safes” framework to guide decisions
about data access (National Academies of Sciences, Engineering, and Medicine 2018). The Five
Safes are as follows:

o Safe projects, in which they consider the specific use of data and determine whether it is
“appropriate, lawful, ethical, and sensible”;

o Safe people, in which they evaluate the researchers who will be analyzing data;

o Safe data, in which they look at the information contained in the data and evaluate any
potential confidentiality breach;

o Safe settings, in which they consider the security of the facilities where data is stored and
accessed; and

o Safe outputs, which considers what types of findings will be released based on the data analysis
and evaluates risks, particularly re-identification risks.

There are also technical approaches to privacy protection. One transit agency interviewee
described their agency’s process of encrypting data using a salt, which is an unknown character
string that is added to a unique identifier prior to encryption. This serves as protection against
decryption. The interviewee from this transit agency, which has a pilot to collect mobile phone
data in collaboration with a private company, also noted that their agency had a process for
automatically randomizing data relating to a sample of fewer than 10 individual devices.

Chen et al. (2012) describe the potential of the differential privacy framework, a statistical
process for protecting user privacy in data sets consisting of individual user data by adding
noise to the data sets. Their case study for the Montreal Transportation System demonstrated
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that they could successfully apply the differential privacy framework to smart card data, pro-
ducing a privacy-protected data set from which the transit agency could perform standard
analysis tasks.

Security

In the context of public transit data sharing, physical security risks are defined as the risk of
someone using transit data to inform an attack on transit infrastructure. As opposed to privacy
issues, security concerns were not emphasized in the transit agency interviews; however, one
transit agency interviewee noted that their agency was often prevented from releasing data (e.g.,
on stop-level boardings) that was deemed security sensitive. Another transit agency interviewee
noted that their agency releases data if the requester can demonstrate a research or business need
for the data. If not, the agency infers that the request may produce a security concern. Security
was not mentioned in the other transit agency interviews with the exception of one interviewee
who specifically noted that their transit agency does not perform a security risk assessment for
data requests.

Cybersecurity is also a risk. Cyberattacks can compromise private data housed within a transit
agency. When the transit agency shares data with an external partner, there is an additional
risk that the partner is susceptible to a cyberattack. Cybersecurity risks were not raised in the
transit agency interviews. However, this subject has been raised in forums on transit data
sharing. For example, this was discussed at the Twin Cities Shared Mobility Data Workshop
in July 2019. Additionally, the private company interviewees expressed concerns that transit
agencies lack the capacity to guard or manage sensitive information that their companies share
with the transit agency.

Misuse

Although security was discussed only occasionally in transit agency interviews, the risk of data
misuse was raised in almost every interview. Misuse may be deliberate or accidental, with most
transit agencies more concerned with accidental misuse, which they perceive as much more
likely. One interviewee noted that data users often do not have the full picture. Because they
see only part of the data, they may make incorrect conclusions. Another interviewee noted that
they were concerned that users would select the wrong data source or use old, stale data to drive
their analysis. One transit agency interviewee described an example in which a third-party app
misrepresented the data the transit agency had published, leading to complaints to the transit
agency from their customers.

Information about transit agencies that is relayed to customers through apps or published
on websites and in newspapers can significantly impact the way customers view transit agencies.
Although transit agencies cannot prevent misuse of published data, they can take steps to reduce
instances of it. Transit agency interviewees noted the importance of checking data for errors
before it is published and of fully documenting data that is published online or provided to
partners. In terms of route, schedule, and vehicle arrival data shared with customers through
third-party transit apps, several transit agencies are taking steps to actively manage what
information is shared (see Section 4.3).

Strategic Risks

Strategic risks consist of any consequences of data sharing that impact the transit agency’s
ability to serve its function. For example, if data sharing can impact the way the transit agency
is perceived by its customers or its ability to provide good service to its customers, there is a
strategic risk.
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Several transit agency interviewees described concerns about public perception. Particularly
when asked about the possibility of selling data, they noted that this could cause their agencies
to lose their customers’ trust. There are also varying perspectives on the strategic risks of open
data. One interviewee commented that some transit agencies are concerned with releasing data
that shows things like poor on-time performance or overcrowding on their transit system. In
contrast, the interviewee believed that releasing data promotes transparency and provides their
customers with the best information available to navigate the transit system. In short, there may
be strategic risks associated with releasing and not releasing data.

The UITP identifies a different set of strategic risks in their guidance document on data
sharing. They discuss that there may be a strategic risk of sharing data of high commercial value
for free (International Association of Public Transport 2018). Their report hypothesizes that,
when certain data sets are shared, it may actually cause power to shift away from the transit
agency. As an example, when transit agencies share GTFS and GTFS-Realtime (GTFS-RT) data,
and these are used by third-party apps, the third-party apps collect information on customers
that the transit agencies may not have access to. This information asymmetry may disadvantage
transit agencies and hamper their ability to best serve their customers. This particular instance
of information asymmetry was mentioned in several of the transit agency interviews and is
discussed in more detail in Section 4.3.

3.4 Rules and Legal Issues

Laws around data privacy and data management can guide transit agencies in their data
sharing practices. However, as Hemerly (2013) cautioned, technology has been developing
more quickly than the legislation to keep up with it, which can lead to concerns and conflicts
over what data is public and what data is private.

Legal Protection of Data Privacy

At the federal level, there is no general constitutional right to privacy of one’s personal
data. It is guaranteed only in two cases: “(1) where the release of personal information could
lead to bodily harm . . ., and (2) where the information released was of a sexual, personal, and
humiliating nature. .. .”!

However, the Federal Trade Commission (FTC) has broad authority to protect consumers
from unfair or deceptive practices that put consumers’ personal data at unreasonable risk. For
example, the FTC has pursued enforcement actions against companies for “failure to maintain
reasonable and appropriate data security for consumers’ sensitive personal information.” There
is precedent, however, that transit agencies, as agents of the state, may be immune from FTC
jurisdiction in many contexts.’ Similarly, a transit agency may be held liable under state tort law
for mishandling a customer’s personal data; however, some transit agencies may have sovereign
immunity from these suits (Thomas 2017).

For some sectors, federal privacy laws regulate the collection and dissemination of certain
types of information. For example, the Health Insurance Portability and Accountability Act
(HIPAA) applies to sensitive health information. There are no transportation sector-specific
federal laws that govern data sharing by transit agencies; however, FTA has published Open
Data Policy Guidelines, which discuss best practices for public sharing of data by transit

' Lambert v Hartman, 517 F.3d 433
2FTC v. Wyndham Worldwide Corp., 10 E. Supp. 3d 602, 607 (D.N.]. 2014), aff’d, 799 E3d 236 (3d Cir. 2015)
*N.C. State Bd. of Dental Examiners v. FTC, 135 S. Ct. 1101, 2015
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agencies (Catald 2016). These guidelines state that FTA should encourage transit agencies to
embrace open data practices for data that does not contain private or personal information or
that could create security or safety concerns. The guidelines do not address sharing this more
sensitive data with specific parties.

State-Level Legislation

Most privacy law that applies to transit agencies in the United States is at the state level.
Certain state constitutions protect an individual’s right to privacy. In addition, some state
courts have held that an individual’s right to privacy must be balanced against a compelling
state interest in disclosure (Thomas 2017). At least 28 states have enacted data security laws
that apply to state, and sometimes local, government entities (National Conference of State
Legislatures 2019). Although state laws vary widely in their scope and requirements, they
generally require the development of guidelines and standards for data collection and retention.
In addition, some of these laws require agencies to take specific measures to protect sensitive
information from unauthorized access, destruction, use, modification, or disclosure. Some
state laws also require public agencies to develop an information security plan based on
standards and guidelines developed by the state’s chief information security office.

State data security laws also vary in terms of which agencies are subject to their requirements.
Certain state laws only apply to state-level agencies, not to local or other government entities [e.g.,
Cal. Civ. Code § 1798.14 (“Each agency shall maintain in its records only personal information
which is relevant and necessary to accomplish a purpose of the agency required or authorized
by the California Constitution or statute or mandated by the federal government.”); Fla. Stat.
§ 282.318 (State’s Information Technology Security Act applies to each “state agency.”)]. Other
state data security laws apply more broadly to other types of government entities [e.g., Ala. Code
1975 §$ 8-38-1 to 8-38-12 (This Alabama law, which requires covered entities to “implement
and maintain reasonable security measures to protect sensitive personally identifying information
against a breach of security,” applies to “government entities,” defined as “the state, a county, or a
municipality or any instrumentality of the state, a county, or a municipality.”)]. The applicability
of these state data security laws also depends on how the transit agency is formed, that is, whether
the transit agency is a department within a city or state government, an independent authority, or
a private operator that is publicly funded and overseen by a state entity.

State laws generally distinguish between publicly available information and personal infor-
mation. Personal information is typically defined as a name or some sort of unique biometric or
genetic print in combination with a Social Security number, driver’s license number, or other
identification number. Personal information is the subject of states’ most stringent regula-
tions. Aggregated, anonymous/de-identified, or publicly available data is often exempt from
regulation (e.g., Md. State Govt. Code §$ 10-1301 to 10-1302).

One example of a state data security law is the Minnesota Government Data Practices Act,
Minn. Stat. § 13. It regulates how government data is collected, created, maintained, used, and
disseminated and applies to “political subdivisions,” including transit agencies that were formed
pursuant on a local ordinance (this includes, for example, Metro Transit in Minneapolis—
St. Paul). Under the Minnesota act, “Private or confidential data on an individual” may not
be disseminated by a government entity for any purposes other than those stated in a warning
provided to an individual at the time that individual is asked to supply private or confidential
data (known as a “Tennessean warning”), unless the government entity receives the indi-
vidual’s informed consent or the dissemination has been authorized by statute. The warning
must inform the individual asked to supply private or confidential data of the following:

o Purpose and intended use of the requested data within the collecting government entity;
o Whether the individual may refuse or is legally required to supply the requested data;
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e Any known consequence arising from supplying or refusing to supply private or confidential
data; and
o Identity of other persons or entities authorized by state or federal law to receive the data.

State data breach notification laws may also apply to transit agencies (e.g., the Alabama Data
Breach Notification Act of 2018). A closer examination of these laws is required to determine
whether any of them would impose a notification requirement on the transit agency if an
entity with which it shared data experienced a breach.

Public Data Disclosure Laws

The federal Freedom of Information Act (FOIA) provides persons with the right to request
access to federal agency records or information. Federal agencies are required to disclose the
requested records unless an exemption applies. The federal FOIA does not apply to state or local
government agencies, including most transit agencies. Instead, transit agencies are subject to
state-level disclosure laws.

States vary in what types of records and which agencies are subject to their disclosure laws. In
some states, disclosure laws do not apply at the local government or political subdivision level,
meaning that they may not apply to a transit agency (depending on how that transit agency is
structured). Some state disclosure laws include exemptions for disclosure of personal informa-
tion. For example, Illinois exempts private information from disclosure requirements (unless
otherwise required by statute to be disclosed). Private information is defined as “unique identi-
fiers, including a person’s Social Security number, driver’s license number, employee identifica-
tion number, biometric identifiers, personal financial information, passwords or other access
codes, medical records, home or personal telephone numbers, [] personal email addresses|,] . ..
home address[,] and personal license plates.”

In addition, in some states any information retained by an agency is subject to disclosure, even
if the records originated outside the government. For example, New York’s Freedom of Informa-
tion Law required disclosure of insurance company meeting minutes that were voluntarily and
confidentially given to the New York Insurance Department.* In some states there are special
laws to govern data that private entities share with transit agencies. At least one state has issued
regulations governing the sharing of PII by TNCs. Colorado Rules 6723(1) and 6710(e) require
that these companies obtain consent from customers before disclosing any PII to a third party
and that they keep records of any disclosure. However, the Colorado Public Utilities Commis-
sion has the authority to require these companies to disclose PII in specific situations without
obtaining customers’ consent. A few states have laws specifically about sharing video data that
require documentation of the “custodians” with whom data is shared (Thomas 2018).

* Washington Post v. Insurance Dep’t, 463 N.E.2d 604, 607 (Ct. App. N.Y. 1984)
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CHAPTER 4

Models for Sharing Public
Transit Data

With the wide variety of data types that transit agencies collect, and the often resource and
time-intensive processes required to prepare data for sharing, transit agencies are faced with
decisions about which data to share with which audiences. This chapter describes different
models for transit data sharing, identified both from the review of literature and web sources
and from the transit agency interviews.

Data sharing often involves public—private partnerships, which have mixed assessments
in the literature. Public—private partnerships have been used to decrease costs and increase
efficiency (Lin and Mele 2012). Generally, they occur when the public entity has a capacity gap
to fill. In the case of data sharing, either they have data they cannot interpret, or they want to use
a private company’s data to enhance decisionmaking (Mackintosh 1992).

Broadly, models for sharing data can be classified as public or private. Public models, often
referred to as open data, make data available to everyone, typically by publishing it online.
In private models, data is shared with an individual, institution, or group of individuals or
institutions. Much of the time, this data is shared under a data agreement, often including
clauses about nondisclosure, preventing the data from being shared more widely. Within each
of these classes of models there is considerable variation, as described in the sections that follow.
Advantages and disadvantages of public and private data sharing are summarized in Figure 5 and
elaborated on in the following sections.

4.1 Public Data Sharing

Public data sharing is prevalent among transit agencies. In a 2015 study that surveyed
67 transit agencies, 83% provided open data (Schweiger 2015). All the transit agency interview-
ees stated they publish data on their websites. Sharing data openly promotes transparency and
can spur innovative use of their data. Additionally, public data sharing was touted by transit
agency interviewees for its efficiency. Transit agencies receive large volumes of public records
and other data requests, and publishing the data online allows transit agency staff to quickly
point requesters to the online portal rather than have to fulfill requests individually. Data users
may also download data directly from transit agency websites without interacting with the
transit agency at all. Although there is an upfront cost to putting data online and providing
necessary documentation, transit agencies believe putting frequently requested, nonconfidential
data online saves them staff time in the long term.

According to the literature, open data programs increase the public’s perception of account-
ability. The assumption is, if the government is doing something wrong, it will show in the data
(Brauneis and Goodman 2017). In addition, open data can lead to “citizen-sourcing” or utilizing
the collective knowledge of residents to analyze and interpret data being released (Kassen 2013).
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Figure 5. Advantages and disadvantages of public and private data sharing.

By building data portals that respond to citizen needs and requests, cities can build cycles of trust
and stewardship of their data (Dawes 2010; Homstad 2018). On the other hand, posting data pub-
licly generally means that public transit agencies cede control over how the data is used. Lack of
knowledge about the data available and lack of public capacity to utilize specific data types can
also limit its impacts (Shelton et al. 2014). One innovative solution to this challenge was a data
competition that one interviewed transit agency hosted. Not only did this bring attention to
the transit agency’s open data, but it encouraged participants to compete to answer questions
posed by the transit agency. Several transit agencies are also considering different methods to
ensure the route, schedule, and vehicle location data they publish are used to best serve their
customers (see Section 4.3).

Transit Data Types That Are Shared Online

The data that transit agencies publish online includes route and schedule information, system
alerts, and the real-time location of transit vehicles. In most cases, route and schedule informa-
tion is published in the standard GTFS format, and vehicle location data follows the GTFS-RT
standard. According to the 2015 study, the most common examples of open data among transit
agencies are route and schedule information and vehicle location feeds (Schweiger 2015).

In addition to route, schedule, and vehicle location data, many transit agency interviewees
indicated their agencies publish information on performance indicators, including route or
line level ridership, passenger counts at bus stops and train stations, on-time performance,
and reliability indicators. Transit agencies also provide summaries of survey data, including
travel surveys and customer satisfaction surveys. Finally, at least one transit agency interviewee
indicated that their agency publishes financial data.

Online Sharing Formats: Reports, Repositories, Dashboards,
and Application Programming Interfaces

Transit agencies share data publicly in a variety of forms. All the transit agency interviewees
indicated their agencies have data and reports that can be downloaded from their websites. In
addition, two have interactive dashboards that allow users to interact with the data in a con-
trolled way. Most of the transit agencies share route, schedule, and vehicle location data using
an API, which is essentially a set of methods for retrieving data that makes it easy for developers
to use the data.

These formats have advantages and disadvantages, as shown in Figure 6. Although static
reports are easy for all audiences to understand, they do not allow researchers and innovators
to manipulate the data, which can limit new insights that could be drawn from the underlying
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Figure 6. Methods for sharing data online.

data. On the other hand, static reports protect against data misuse, because the analysis is
performed by transit agency staff.

Interactive dashboards typically also limit the chances of misinterpretation of data, because
they allow for only controlled data manipulation. For example, one transit agency interviewee
indicted their agency has a dashboard that allows users to look at service reliability and ridership
for a specific route, date, and period of the day. Backend calculations are programmed by the
transit agency, preventing incorrect analysis of the underlying data. Dashboards can be a conve-
nient way for people with a wide range of technical abilities to interact with transit agency data.
Of course, if the underlying data is not provided, dashboards do not promote new analysis. For
example, although the dashboard described allows the user to retrieve reliability information,
defined as the on-time percentage for a route (for low-frequency service), the underlying data
would enable a researcher to answer more detailed questions about the extent and patterns of
schedule deviation. In addition, developing an interactive dashboard requires significant effort
on the part of the transit agency. In some cases, third parties have produced public dashboards
based on open data. For example, the Bus Turnaround Coalition developed a dashboard that
reports on the performance of New York City’s bus routes.

Most transit agency interviewees noted their agencies have a developer website designed for
use by software developers. These sites house the transit agency’s API. Developers use these
interfaces to access data that is then provided to customers in travel planning and real-time
information apps. Some of the transit agencies require the users of this data to register to access
an API key. At least two of the transit agency interviewees noted that this model enables their
agency to cut off users who overburden the system with too many data requests. Travel plan-
ning and real-time information apps have become a key source of transit customer informa-
tion. As such, transit agencies are reconsidering the best way to leverage their route, schedule,
and vehicle location data to provide customers with information. Section 4.3 describes this
debate in detail.

Many transit agencies use a combination of the mechanisms in Figure 6 to share data and
information publicly. For example, the MBTA’s interactive performance dashboard allows users
to select specific lines, dates, and periods when viewing reliability and ridership data. In addition,
the underlying data is available for download. The transit agency also has a developer API and
publishes reports that share transit agency insights and analysis of their data.
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Developing a Dashboard for Multiple Audiences

Providing data that is relevant to citizens and providing it in forms that are
usable and responsive is a challenge for public agencies (Abella et al. 2017).

It is possible to have a highly interactive dashboard that provides data in multiple
formats. One such example comes from Pecan Street, a non-profit research and
development organization that hosts electricity network data from public,
academic, and commercial sources. Pecan Street developed Dataport as a platform
to manage users, permissions, and data. Pecan Street’s greatest challenge to date
is incorporating new data resources without increasing the complexity of the
platform, which supports online analyses. It began with energy data, and grew to
include time-stamped electricity, water, gas, solar, weather, and transportation
data. Pecan Street recognizes it has two types of users: “power” users and non-
power users. Power users can directly query the database and join any data sets,
thus using and manipulating any data set for insights. Non-power users can
query and download data in Excel sheets.

Cross-Agency Data Sharing Platforms

Multiple public transit agencies share data with an organization that shares the data using
a centralized platform. Such platforms typically require a standardized data format and may
therefore require additional effort from transit agencies. Conversely, such models can allow
transit agencies to share costs of processing, storing, and documenting data as well as addressing
any legal implications of data sharing, potentially reducing transit agency effort.

FTA’sNTD is an example of a cross-agency data repository. Recipients of FTA grants are required
to submit transit system, ridership, and financial data to the database. The standardized format
mabkes it highly accessible to researchers, who produce studies that can benefit transit agencies.

The National Association of City Transportation Officials (NACTO), which includes both
cities and transit agencies, launched the SharedStreets initiative in 2018 (National Association of
City Transportation Officials 2018). SharedStreets is an organization that provides open-source
software tools and digital infrastructure that allows public entities and private companies to
manage and share data about their physical infrastructure and vehicle activity. SharedStreets
highlights four core functions of its collaborative platform: (1) to standardize data on physical
infrastructure and vehicle activity, (2) to build open-source tools to use data, (3) to anonymize
sensitive data on individuals, and (4) to establish a foundation of collaboration and trust (National
Association of City Transportation Officials 2018). These functions illustrate the potential benefit
of cross-agency platforms to transit agencies. Efforts to standardize and anonymize data can be
shared across agencies, and open-source tools that operate on standardized data can provide value
back to these transit agencies. These initiatives also represent a way for transit agencies to access
private data. Uber, Lyft, and Ford Motor Company are all involved in the SharedStreets initiative.
Chapter 5 describes transit agency access to external data sources in more detail.

Many state and local governments have created robust online repositories of their data. Some
cities are automating and centralizing their data upload process. These repositories not only
enable public access to data, but they facilitate the use of data across agencies (e.g., providing
cities with access to transit agency data and vice versa).
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Terms of Use for Public Data

The inclusion of terms of use or legal notices with open data provided online varies among
transit agencies. For example, the performance data that powers the MBTA performance dash-
board can be downloaded without agreeing to any terms of use. Houston METRO, however,
includes a legal notice with its data downloads, indicating that METRO retains ownership of the
data and that the data is provided “as is.” TransLink has similar terms of use for their Open API
data (https://developer.translink.ca/Home/TermsOfUse). Section 2.4 provides guidance on the
inclusion of terms of use, including model terms to protect transit agencies providing open data.

4.2 Private Data Sharing

Some data is more sensitive but still sharable under the right conditions. Other data types
are not commonly requested and therefore have not been published on the transit agency’s
website but can be shared when requested. To fulfill these needs, all the transit agency inter-
viewees indicated their agencies share data directly with partners and data requesters. This
category of data sharing includes data sharing with partners, such as research institutions,
municipalities, and private sector contractors or real estate developers, and fulfillment
of public records requests. When sharing sensitive data with partners, transit agencies may
require nondisclosure agreements and training prior to releasing the data.

Research Partnerships

Most transit agency interviewees described the importance of sharing data with researchers.
Five interviewees indicated their agencies have strong partnerships with a specific university
or research institute. In at least two cases, the transit agency pays the university to complete
research that aligns with the transit agency’s needs. In other cases, transit agencies do not pay the
university, but nonetheless have a long-standing collaborative relationship that allows them to
shape their partners’ research agendas. In some cases, transit agencies are willing to share sensi-
tive data, including individual customer records, with researchers in these universities, after the
researchers are trained and have signed nondisclosure agreements. Researchers are often able
to spend time on questions that transit agencies are unable to, providing significant benefits to
the transit agency. Long-standing partnerships allow the transit agency to have a standing data
agreement and an established trust in the researchers.

Other Data Sharing Relationships

At least two of the transit agency interviewees indicated that their agencies shared data with
local municipalities. In addition, several of the transit agencies provide data to real estate devel-
opers when requested. One transit agency interviewee specifically mentioned advertisers as a
recipient of data.

Another private data sharing model is followed by the American Bus Benchmarking Group.
Established in April 2011, the group consists of midsized bus organizations in the United
States. Members share performance data that can be accessed confidentially by members of
the group. The objective is to establish benchmarks that can help members understand their
transit agency’s performance and identify best practices to improve performance (American
Bus Benchmarking Group 2019).

Terms of Use for Private Data Sharing

As noted, sensitive data shared with a partner is typically accompanied by a nondisclosure
agreement, according to the transit agency interviewees. In addition, at least two transit agencies
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require any publications from their academic partners to be reviewed by the transit agency prior
to publication.

On the other hand, it is common to provide nonsensitive data shared through public records
requests without any provisions for use. At least two transit agency interviewees noted their
agencies do not attach any provisions when they fulfill nonsensitive data requests, which may
include aggregate statistics on ridership or boardings and transit system-level information.

4.3 Examples of Data Sharing Models
for Customer Information

Route, schedule, and vehicle location data are among the most commonly shared types of
transit data. According to information given in TCRP Synthesis 115, most transit agencies share
this data and do so free of cost (Schweiger 2015). This data is typically shared in standardized
GTFS and GTFS-RT formats, and this information has a clear value to customers planning
transit trips and finding out when transit vehicles will arrive.

Across the United States and abroad, private app developers have created apps that use
GTFS and GTFS-RT feeds to provide information to customers, and this is one of the most
prominent examples of transit agencies sharing data. In London alone, there are 600 apps
powered by public transit open data feeds, which are used by 42% of
Londoners (Deloitte 2017). From TCRP Synthesis 115, approximately
40% of respondents to an APTA survey have developers using their

open data. For large transit agencies, 68% reported that developers “Riders interact with these apps multiple
use their data (Schweiger 2015). times daily, making open data the most
important customer communication
These apps have become a key component of how customers interact channel agencies offer to the public.”
with transit systems. In many cases, customers are much more likely (TransitCenter 2018)

to receive information about transit services from private apps than

directly from the transit agency. A review of different models for

sharing data with app developers shows how some transit agencies

are leveraging this data to exert more control over how apps serve their customers. In addition,
transit agencies are developing models in which they receive data collected by transportation
apps using a variety of mechanisms to facilitate this data transfer.

Figure 7 shows four different models for using route, schedule, and vehicle location data to
provide customer information as reported in the transit agency interviews. Transit agencies can
control the customer information received through an app in a variety of ways. Many transit
agency interviewees indicated their agencies simply publish route, schedule, and vehicle loca-
tion data and allow app developers to use it in their apps (dubbed an app-neutral approach).
A relatively low-effort option that provides the transit agency with some control is to endorse
an existing app. A more resource-intensive option, which one transit agency is in the process of
completing, is to commission an app. Finally, for ultimate control, some transit agencies, includ-
ing two of those interviewed, develop apps in house. This requires staff with specific technical
skills to develop and maintain the app. It is important to note that, in the cases observed and
documented, those transit agencies that endorse, commission, or develop an app continue to
provide the data openly and allow other apps to use the data.

App-Neutral Approach

Many transit agencies publish GTFS and GTFS-RT feeds using a developer API, which in turn
is used by third-party apps. Some transit agencies provide a list of vetted apps on their websites.
Even with this safeguard, this hands-off data sharing model relies on developers to provide the
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Figure 7. Mechanisms for customer information app
development.

best information and user experience to customers and customers to find the best app through
the app review process or word of mouth.

There are drawbacks to this approach, many of which were highlighted by transit agency
interviews conducted. First, some apps may not provide accurate information. Even if all apps
use the same data feeds, the algorithms they use to suggest routes and predict vehicle arrivals
vary. One transit agency interviewee commented that one commonly used transportation app
in their service area often provided inaccurate predictions, likely due to the algorithm used. This
is a problem, because transit agencies want to ensure that customers access the most reliable
information available.

Transit agencies are also concerned with the context under which information is presented.
Third-party apps exclusively control the content and presentation of information and may rely
on advertising revenue from other modes of transportation that are included in the app. Many
apps, including Transit App and Google Maps, present information about the cost and travel
time of Uber and Lyft on the same screen as transit information. Informed by customer research,
at least one transit agency interviewee expressed concerns that this presentation of informa-
tion may encourage users to choose TNCs over public transit. On the other hand, some transit
agencies see TNCs as a potential complement and have worked to have transit information
displayed within the Uber app. In Denver, not only are public transit options listed alongside
Uber’s offering in the Uber app, but customers can purchase tickets for these services in the app
as well (Conger 2019).

A hands-off approach to sharing GTFS and GTFS-RT data also means that data on transit cus-
tomers who use transportation apps is collected by the app developers rather than by the transit
agency. The UITP argues that this can be strategically risky for transit agencies, because they are
missing out on information about their customers. Instead, this information is accumulating to
private developers. There is at least one example in which a private app developer, Citymapper,
piloted bus service; however, in this example, the pilot was in cooperation with TfL, a public
transit agency. In the “endorse an app” example that follows, the transit agency was able to
negotiate access to a third party’s app data in return for endorsing that app.
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Endorse an App in Return for Data

In Boston, Transit App, which the MBTA officially endorsed for real-time transit informa-
tion and travel planning, provides the MBTA with data on app users’ searches and locations
(Enwemeka 2016). The MBTA made this agreement after releasing a nonfunded request for
proposal (RFP) asking app developers to submit bids competing for endorsement by the tran-
sit agency. The transit agency evaluated bids and selected the best app to recommend to its
users. The RFP also required that the selected app share data with the transit agency, enabling
the transit agency to draw insights from app data.

Compared with an in-house or commissioned app, this model is much less expensive. How-
ever, as in the other cases, there is no guarantee that customers will use the endorsed app. In
addition, in this model, the transit agency has less control over the presentation of information
in the app. Rather than specifying these components explicitly, they select the best of the avail-
able options.

Commission App Development

Although most transportation apps are developed by private app developers without input
or funding from transit agencies, transit agencies may opt to pay for some or all components
of app development, giving them control over app specifications. Commissioned apps may be
branded by the third-party developer or by the transit agency itself.

One transit agency interviewee indicated that their agency had released an RFP seeking a
vendor to provide a trip planner to integrate into the agency’s existing mobile payment app.
Not only will the transit agency have control over the way information is presented, but they
anticipate being able to provide more custom information such as detours, real-time alerts, and
service change notifications. The RFP also specifies performance requirements, including a
minimum level of prediction accuracy and a limit on the “ghost” bus and train incidence rate.

The transit agency will own all data produced by the app. The transit agency anticipates that
the data will improve the transit agency’s understanding of operations, predictions accuracy,
customer preferences, and travel patterns. For example, this data could provide insights
into customer origins and destinations, travel choices, and latent demand as well as customer
responsiveness to changes in routes, frequency, service quality, and reliability. To protect user
privacy, the vendor must abide by stringent General Data Protection Regulation (GDPR)
standards now employed in the European Union.

A major drawback of this approach is the cost. In addition, the transit agency cannot guaran-
tee that customers will use the app, because other apps will still be available. Also, one argument
against a custom app, whether it is developed in house or commissioned, is that it works against
the trend of universal transit planning tools. Apps like Google Maps and Transit App that are
available across a large number of transit markets standardize the transit experience for visitors
who ride transit in different cities. Standardization of apps may make transit easier to use and
actually encourage transit use.

Develop an App in House

Two transit agency interviewees indicated their agencies have their own app, developed in
house. This model gives the transit agency maximum control over the contents of the app and
the data extracted from it. As long as the transit agency continues to put resources into maintain-
ing and updating the app, they have flexibility to adapt the app over time, as data and customer
needs change.
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Such a model is generally only feasible for large transit agencies with sufficient information
technology (IT) and technical staff to devote to the effort. However, even some of the transit
agency interviewees from larger agencies indicated their agencies opted out of developing their
own app, because of the specialized and fast-changing nature of app development.

Transit agencies that either commission an app or develop it in house make decisions about
the inclusion of other modes. On the one hand, some see a benefit to excluding potentially com-
peting modes such as TNCs. On the other hand, several transit agency interviewees reported that
they believe it is important to include other modes to facilitate multimodal journeys. In regions
with multiple transit providers, integration of data from other agencies into a commissioned or
in-house app is critical.
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CHAPTER 5

Models for Accessing External
Data Sources

In addition to getting value from sharing their own data, transit agencies see benefits from

accessing external data sets. Mobility data from other sources can help transit agencies under-
stand how people in their service areas get around, which can inform transit planning strategies.
The transit agency interviewees were interested in external data sets including the following:

Location data from cellphone connections, smartphone location-based services, and other
GPS-containing devices.

Data from transportation apps, including transit planning and fare payment apps, private
mobility providers’ apps, and MaaS apps.

Other data collected by and pertaining to private mobility providers.

Motivations for accessing this data include the following:

Enabling transit agencies to evaluate overall demand patterns in their service area and deter-
mine how to better meet peoples’ needs.

Enabling more detailed road speed data to inform bus operations and route alignment deci-
sions, and to improve bus arrival predictions.

Enabling analysis of how people behave when incidents or other disruptions prevent them
from using the transit system.

Enabling transit agencies to identify access and egress modes and distances.

In addition to private data sources, transit agencies use external, publicly available data sources,

including census data, weather data, and Geographic Information System (GIS) data from cities,
states, and regional agencies.

There are several methods that transit agencies are using to access private data sources.

The following are examples that were identified either through the literature review or in
interviews.

5.1 Purchasing Data or Analysis

One model to acquire private data is by purchasing the data or
commissioning data analysis. TfL has documented its pilot project,
producing transport model matrices derived from data from Telefonica
UK, a cell service provider (Transport for London n.d.). The matrices
were produced using depersonalized, aggregated data that will be
used to better understand demand patterns for public transport users
and drivers. They note that this data provides a better, more convenient
alternative to roadside interview surveys. One transit agency interviewee
indicated that their agency was in the process of acquiring cellphone

“Buying anonymous and aggregated
mobile phone event data is a practical
alternative to [roadside interview
surveys]. It will provide data on trip
patterns in a cost efficient, safe way
without inconveniencing customers or
compromising their privacy.”

(Transport for London n.d.)
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data to better understand demand patterns in their transit system, and another indicated their
agency had already purchased cellphone data.

Many city interviewees indicated their cities had also purchased data from technology
companies, such as location-based services (LBS) companies, that generate traffic condition
insights or travel demand flow information at the zonal aggregated or road segment levels.
Some cities were able to share purchased data among departments in the city, while others
were limited to using the data for specific projects, because of restrictions in their data usage
agreements.

Although some public agencies purchase data that can be used indefinitely, another purchasing
model is the service subscription-based software platform. In that case, the data may belong to
the company that provides the service or may even belong to another company or organization.

Cities also purchase secondary data products from private companies or research institutions.
Secondary data products include items such as “dashboards” [i.e., centralized webpages where
residents can view multiple types of information about their city simultaneously (sometimes in
interactive fashion) and predictive algorithms (i.e., programs that aggregate, model, and project
data to assist in future decisionmaking)] (Brauneis and Goodman 2017).

5.2 Accessing Data Through Mobility
Service Partnerships

Many transit agencies have partnerships with TNCs; a 2018 study cited 29 examples in the
United States (Schweiterman et al. 2018). FTA’s MOD Sandbox Program provides funding
and oversight for many of these partnerships and includes a data sharing requirement. Data
sharing happens in a variety of ways. This section describes examples from three different
transit agencies. In one case, the transit agency has taken an evolving approach to its partner-
ships, gaining access to more data over time. In another case, the transit agency negotiated a
detailed agreement with their partner for specific data items and levels of aggregation. In the
third case, the transit agency and its private partner provide data to a third party who conducts
analysis combining the two data sets.

Evolving Access to Private Data

In this example, the transit agency interviewee indicated their agency has a partnership with
a TNC to provide (1) first- and last-mile trips to transit stations and (2) door-to-door rides
for members of its transportation disadvantaged program. This transit agency has been at the
forefront of transit agency partnership with TNCs. Initially, the agency received only aggre-
gated data from the TNC on the subsidized first- and last-mile rides, but with each contract
amendment, they have negotiated to receive more data. Still, they do not receive trip-level data.

They use data from the TNC to track users of the program as well as program response time.
They would like to use this data to better plan their transit services. They see the evolution in
data transfer for both programs as a sign of their experience.

Custom Agreement

Another transit agency interviewee indicated their agency has taken steps to negotiate a
detailed data agreement upfront. For their FTA MOD Sandbox-funded project, the transit
agency used an informal procurement process to seek a mobility provider that was willing
to share data. Once they selected a partner, the transit agency continued with a careful and
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time-consuming process to iron out the details of their data sharing agreement. The agree-
ment includes the following:

e Variables. A list of variables that the TNC will share and the level of granularity for
each one.

o Access. Designation of which researchers would have access to the data, and where it would
be housed.

o Public data. Designation of what data would be made public. The transit agency has commit-
ted to sharing aggregated data with municipal operators and city partners. In addition, there
will be public reports on the pilot. Disaggregate data will not be made public.

o Data ownership. The transit agency will not own the disaggregated data but rather will have
access to it for 5 years. They will be able to access aggregate data indefinitely.

Sharing Data Through a Third Party

A partnership between Uber and transit agencies in Cincinnati includes a “first-of-its-kind
study” in partnership with transit agencies SORTA (Southwest Ohio Regional Transit Authority)
and TANK (Transit Authority of Northern Kentucky), in which a transit consultant will combine
Uber and transit agency data to draw insights that can inform strategic transit planning in the
region (Salzberg 2018; Schweiterman et al. 2018).

In this case, Uber hired a consulting firm to analyze how people move in the city, including
their use of rideshare and transit. The consultant worked directly with representatives from
Uber, the city, and the transit agencies and has published a report on curb use and will publish
a report on transit. The completed curb study has recommendations to the city for designing
pick-up and drop-off areas and reallocating on-street parking (Teale 2019).

Using a third party generally means that the data provided by the private mobility provider
is not subject to state public records laws. As such, mobility providers may be more willing to
provide disaggregate data that may be proprietary or hold potential privacy concerns.

Other examples of third-party models include the SharedStreets initiative, supported
by NACTO (described in Section 4.1), and University of Washington’s Transportation Data
Collaborative, which was under development as of July 2019. The Collaborative provides
policies, protocols, and platforms to enable data sharing and analysis of sensitive data (gener-
ated from public or private mobility services) with partnering agencies to create data-driven
policy and support research uses. It creates an innovative model to address data ownership,
access, and privacy and ethical issues in the interest of partner organizations. Not only will the
data collected be exempt from public records requests, but the Collaborative aims to leverage
the technical skills and storage and computing power of the university (Shared-Use Mobility
Center 2019).

5.3 Accessing Data Through Regulation

Public transit agencies can work with cities and states to develop and push for regulation that
can facilitate public agencies’ access to external data streams. Many cities have begun regulating
and managing private mobility companies that operate on their public right of way. In response
to the proliferation of micromobility services, various U.S cities have restructured their man-
agement and regulation of transportation services. Although these policies vary in scope and
detail, the core data sharing features of most fledgling micromobility policies are similar.
Cities require micromobility companies to share data regarding trip and fleet availability,
with many including specific expectations for the frequency at which data is shared (Migurski
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2018). A micromobility company interviewee indicated that, for them to enter this market, they
regularly provide aggregated mobility data to cities and transit agencies

Transit agencies can also work with state legislatures to update public records laws that pose
impediments to data sharing. The California Public Records Act has provisions that data that
constitutes trade secrets will not be disclosed. Los Angeles Metro ensured that data it collected
through an agreement with Via would be exempt from disclosure under those provisions.
TriMet in Portland, Oregon, supported an update of Oregon law that exempts travel pattern
data from public records requests (Shared-Use Mobility Center 2019).
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CHAPTER ©

Major Challenges

In the quick-changing data management and sharing environment, the transit agency inter-
viewees identified a variety of challenges, which are also reflected in the literature and shared
across other sectors. Some challenges and needs are internal: protocols, organizational structures,
and other changes that are required within the transit agency. At the same time, transit agencies are
looking for external guidance and even regulation to govern these internal changes. Transit agency
interviewees expressed frustration at the challenge of working out every detail of a data sharing
agreement internally. They recognize the potential efficiency that could be gained through
standardized protocols and policies. They also see regional or federal policies as a potential mech-
anism to encourage more cooperation from vendors and private mobility and data providers.

6.1 Internal Data Management Structure and Protocols

The majority of the transit agency interviewees identified a lack of

coherent organizational structure for managing data internally as well
as for data sharing. Interviewees noted that data was collected and
stored across a variety of divisions or groups within the transit agency,
and responsibilities for data sharing were therefore also spread across
staff in different parts of the organization. For example, maintenance
staff collect and manage maintenance data, operational staff have
operations data, other data is housed by the transit agency’s IT depart-
ment, and planners access yet another set of ridership and route and
schedule data. These data silos present challenges for internal use of
data as well as for external sharing of data.

Many transit agencies described the fact that data requests may be

Data Silo Problem

Transit agencies discussed challenges
with data being stored and managed in
silos across the United States. This prob-
lem occurs in organizations across sec-
tors. Electric utility sector interviewees
echoed the sentiment. Although data
repositories and dashboards can help
organizations make timely decisions, the
dashboards are only as good as the data

available to them. Without a complete

sent to a variety of divisions within the transit agency. These are handled
data set, insights may go undiscovered.

by different staff depending on the data type. Only one transit agency
interviewee noted their agency had created an information management
and governance group to handle all outside data requests. Due in part to
these organizational challenges, transit agency interviewees noted that
responding to individual data requests can be resource intensive.

Several transit agency interviewees described these challenges in terms of personnel and
organizational needs (the need for a centralized data management staff person or group) and
technical needs (the need for a centralized data repository and catalog). These needs are related in
that a centralized data repository and catalog requires dedicated staff to develop and maintain.
These data-focused staff could also take responsibility for other needs that were identified by the
transit agency interviewees: the development of formal data sharing policies and protocols, includ-
ing standard data licensing agreements and an established method for evaluating privacy risks.
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As noted in the literature, developing these capabilities among transit agency staff likely
requires staff training, particularly in small- and medium-sized agencies (Lawson 2016). As an
additional challenge, staff turnover can make it difficult to ensure that progress in data manage-
ment is sustainable. Establishing a staff member or team that is dedicated to data management
is an important step in addressing these challenges.

Fulfilling these tasks can present technical challenges for some agencies that lack specialized
resources (Brauneis and Goodman 2017; Lawson 2016). These challenges only increase with
large-scale data that can require machine learning techniques for processing and scalable data
storage and mining (Zaslavsky et al. 2013). In fact, this is often the reason that public agencies
partner with private companies or universities who can help complete some of these data pro-
cessing tasks both for the transit agency’s internal use and for broader sharing. However, some
argue that these partnerships take power away from the public agencies, particularly when exter-
nal partners fail to transparently describe the methods they use to process data (Brauneis and
Goodman 2017). The transit agency interviewees spoke positively about the technical assistance
their agencies receive through data sharing.

In general, the transit agency interviewees were less concerned with having technical skills
in house and more concerned with having the time to dedicate to data preparation tasks. Many
expressed that the structure of their transit agency contributed to a lack of effort devoted to
data management tasks. Most transit agency interviewees indicated their agencies do not have
staff or divisions dedicated to data management, which means staff have other priorities. Those
transit agencies that most actively analyze data internally tend to be most well-equipped,
both technically and organizationally, to prepare data for sharing. Because of their internal
capabilities, these transit agencies may be least in need of external research and innovation
to use their data. The needs of small agencies to develop data sharing infrastructure require
special attention.

One particular internal challenge facing transit agencies is in data collection. To maxi-
mize the value transit agencies can attain from sharing data, it is crucial that they collect
valuable data.

Data Collection

Decisions about data collection determine the types of data and the data quality and coverage
available to be shared. However, data collection is often more a byproduct of transit system
design than a dedicated analysis effort. The data generated is often dependent on functional
aspects of the transit system, such as operations and fare collection, rather than potential data
analysis or the value that can be generated through sharing data. Some data collection processes
predate modern conceptions of open data, and in some cases, considerable effort is required
just to extract data from the transit system. Kitchin and Dodge (2014) note that automated data
is generally collected as a result of an action, perhaps scanning a credit card or using a smart
phone in which providing data is not the primary purpose. One exception is survey data, which
is typically collected expressly for the purpose of analysis and evaluation.

Data collection issues can impact the value of data for sharing. Several of the transit agency
interviewees identified data collection and harvesting data from existing systems as major
challenges. Their agencies were hesitant to share data with gaps and inaccuracies.

Sometimes, data privacy concerns impact data collection processes, which can ultimately
reduce the sharing value of data. For example, in almost all cases, smart card systems track
individual card IDs to ensure that passes and discounts are applied appropriately. However, not
all transit agencies store this information for analytical use. In some transit agencies, the data
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stored for internal use by the transit agency has a new ID for each trip
or for each day, preventing the tracking of smart cards across trips
(in the former case) or across multiple days (in the latter). Although
these measures protect individual privacy, they limit the potential for
analysis. In many transit agencies, persistent encrypted IDs are stored
for internal use, with precautions taken to preserve privacy when the
data is shared externally. This shifts the decision about privacy protec-
tion to the data censoring phase.

Major Challenges

Data Biases

The value of data can be limited by
biases in terms of which data exists and
which data is missing. In the mobility data
field, this issue is discussed when app or
GPS data from smartphones is used. This
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data excludes information on people who
do not own or use smartphones, which
may disproportionately include specific
population groups such as low income
and older people (Windmiller et al.
2014). Similar data biases can occur in
transit agency smart card data. In most
systems, not all passengers use smart
cards, and it is important to identify
which passenger demographics are
more likely to use smart cards as well as
the trip types more likely to be paid for
with smart cards (Erhardt 2016).

Even when good data is collected, a final hurdle for transit agencies
can be data ownership. This issue arises when transit agencies partner
with private companies to provide services, in which case the private
partner may not be required to turn over data to the transit agency.
This is described in Chapter 5 on accessing external data. In other
cases, vendors that install and maintain systems, such as automated
fare collection (AFC), APC, or automated vehicle location (AVL),
may retain ownership of the data generated. Transit agencies must be
careful to consider the potential value of data sources and ensure that
they have ownership of valuable data. Although there has been a shift
in ownership of AVL and AFC systems to transit agencies, this issue
may still persist for other data types. For example, if maintenance is
outsourced, some maintenance data may be owned by the maintenance
company rather than the transit agency.

The issue of data ownership is further complicated in the context of
data on individuals. In the European Union, GDPR rules guarantee individuals’ ownership of
their own data (see Section 2.6). Although these rules do not apply in the United States, transit
agencies should consider the possibility that laws around individual data will change, and spe-
cifically consider mechanisms in which individuals can give the transit agency permission to use
their data as part of the data collection process.

6.2 External Data Policies and Standards

Transit agency interviewees noted that their internal development process would benefit
from external guidance and policies. Although all transit agency interviewees identified internal
improvements needed for data sharing, they also expressed interest in more external support.
Transit agencies recognize that many data sharing challenges are shared across public agencies.
Rather than devoting resources to solve these challenges individually, they seek external guid-
ance around topics including the following:

o Handling sensitive or private data, including when small values need to be suppressed, and
what precautions need to be taken to avoid re-identification risks

o Writing or selecting data licenses

o Documenting data

Transit agencies are also looking to external organizations for the development of data stan-
dards. This may require a regulatory push to encourage the adoption of new data standards,
particularly to require private vendors to comply (Lawson 2016).

Developing Data Standards

Data standardization across transit agencies can enable external partners to repeat analyses
for multiple transit agencies with limited additional effort. This can encourage private
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How Do Data Standards

companies and researchers to develop standard tools that can benefit transit agencies. Stan-
dardization is highlighted as a salient need in the transit data industry (Sdnchez-Martinez and
Munizaga 2016), but it is also a major challenge, with data formats varying significantly across
organizations.

In public transit data, GTFS is the noted outlier, a standard format for route and schedule
information that is widely used across transit agencies. The development of GTFS was initially
pioneered by Google to integrate transit information into the Google Maps platform. Over time,
it has become widely used outside of Google as well, particularly in apps that provide transit
information to customers (Schweiger 2015). A newer standard, GTFS-RT, attempts to do the
same for real-time vehicle location data.

The Vermont Agency of Transportation and Trillium Solutions developed the GTES-flex speci-
fications to support flexible demand-responsive transportation services, different from the original
GTFS that only models fixed-route public transportation. It helps transit users get information
about nonfixed-route transit services, which are common in less dense environments.

The NTD is another example of transit data that is both standardized and consolidated. To date,
smart card data has not been standardized in the same way. Two organizations—the Integrated
Transport Smartcard Association and the Secure Technology Alliance (formerly the Smart Card
Alliance) in the United States—have developed standards for interoperability of smart cards, but
these standards are focused on secure fare collection, not on data generation and formatting.

Transit Intelligent Transportation Systems (ITS) Data Exchange Specification (TIDES) and
GTFS-ride are two projects developing standards for transit ridership data from passenger coun-
ters and fare collection. Still in their early stages, these standards look to support tools and
applications for transit analysis.

The Los Angeles DOT has developed an emerging sharing data standard called Mobility
Data Specification (MDS) which serves as a model for data sharing policy between cities and
the private sector. This data is ideally shared through an API, which has the advantage of
allowing cities to see a dynamic, continuous picture of fleet usage and placement. In addition,

the standard can make data analysis more efficient.

A major challenge with data standards is adoption. Transit agen-
cies and the vendors they employ need to cooperate, and this requires
effort from one or both parties to convert existing systems to meet

Get Adopted? new standards. Generally, standards are adopted either when there

1. Good standards require champions is a clear benefit (the proverbial carrot), or when their adoption is
and resources to support a standards- mandated (the stick). As an example, transit agencies quickly adopted
making activity, including respected GTES because it allowed their information to be displayed in apps
experts. their customers were using. In contrast, many transit agencies submit

2. Well-designed standards have few standardized data to the NTD, because it is required to do so if they
optional fields and can evolve over receive funding through §5307 or §5311 formula grants [Title 49
time. United States Code (USC) §5335(a)].

3. For adoption, there needs to be

either a clear benefit or a mandate.

A standard needs champions as well as resources. Resources are key
to supporting a standards-making activity. For traction, the activity
should include experts who are respected within the industry. Well-
developed standards minimize the number of optional fields, which
limit the usefulness of the standards. The standards-making activity
should include testing, and a certification system may need to be developed to evaluate com-
pliance with the standard. Good standards can evolve over time. As an example, GTFS has
limited ability to describe fares but has the potential to be extended to handle more complex
fare policies (Wang 2014).
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Data Standards in the Energy Sector

The electric utility sector is currently undergoing standards development.

The Department of Energy (DOE) published high level guidance about privacy
(SEE Action 2012) and data interoperability (ICF 2016). The DOE guidance points
to federal initiatives that are relevant across industries—Fair Information Practice
Principles (FIPPs), the Consumer Privacy Bill of Rights, FTC Codes of Conduct,
non-binding industry standards, and emerging “privacy seal” initiatives. This
top-down guidance notes that it is up to state regulators, utilities, and third-
party service providers to define standards and implement them (U.S. Depart-
ment of Energy 2015). Time will tell whether this patchwork approach is successful.
Some state regulators are moving quickly, while others are not. The DOE's report
summarizes feedback from regulators and utilities about the challenges to develop
interoperability: regulators lack the technological expertise and time to learn
about interoperability needs; regulators lack access to industry publications and
working group findings; and some utilities prefer proprietary systems rather

than standardized services.

In summary, the process of data standardization depends not just on an individual transit
agency’s technical and organizational ability to apply standards, but also on a strong coalition
that has built effective, flexible, and respected standards, and on motivational carrots or sticks
to promote the standard’s adoption. The majority of transit agency interviewees recognized the
need for more data standards but felt that external organizations or regulators would be required
to implement them.

Public Records Requests and Access to Data

Private sector interviewees cited that protecting user privacy was the most common concern
about providing data to transit agencies. They are also concerned that, under state public records
laws, the shared data from these private companies’ users could fall into the public domain, vio-
lating their customers’ privacy. For this reason, private companies often share aggregated data
or provide access to an analytical platform rather than providing data directly. As described in
Section 5.2, private companies also may share data with a third party rather than with a transit
agency directly.

One transit agency interviewee pointed out that laws can appear arbitrary or out of date. A law
in their state exempts smart card data from FOIA requests on the basis that it contains individual
records. However, data from smartphone apps, which the transit agency is planning to collect,
will not be protected from release under the same law. As described in Section 5.3, transit
agencies are beginning to take an active role in shaping legislation.
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CHAPTER 7

Conclusions and Next Steps

The research summarized in this report identified the critical factors that drive data sharing
decisions and defined several models for data sharing by transit agencies, considering both
sharing of transit agency data and access to external data by transit agencies. There were several
key findings that represent common themes and critical issues and challenges observed across
transit agencies and even across sectors. This chapter summarizes the important takeaways from
this research. In addition, this is an evolving field. Mobility data is changing, as is the legal
context and the conversation around data privacy and ownership. This chapter describes how
transit agency data sharing may evolve in the future. Finally, this research identified several gaps
where additional research is required. These are summarized in Section 7.3.

7.1 Key Findings

Based on the interviews and literature and information review, the following are the key
findings about data sharing for transit agencies.

Transit Agencies Share Data Frequently and See Many Benefits

o Transit agencies collect data on the transit system, including route, schedule, and vehicle
location data, which are commonly shared and contributes to customer information.
Sharing these data types can promote transparency and generate insightful research. Addition-
ally, route, schedule, and vehicle location data are frequently shared by transit agencies (10 of
11 transit agency interviewees stated that their agencies share this data publicly). Private devel-
opers routinely use route, schedule, and vehicle location data in customer-facing apps that
help transit passengers plan their routes and find out when transit vehicles will arrive at
stops and stations. Some transit agency interviewees reported receiving data from these
travel planning apps.

 Transit agencies collect a wide variety of data on transit passengers. Sharing this data
also generates value, including from research that can improve system performance
and increased advertising revenue for the transit agency. Transit agencies collect data
on passengers, including fare and bank card transaction data, Wi-Fi and Bluetooth data,
video data, and passenger count data, all of which shows how the transit agency’s network is
being used. This data is often of interest to customers, journalists, real estate developers, and
researchers. Sharing data can promote transparency and generate insights and innovation
that are beneficial to the transit agency. It may even generate revenue, particularly through
advertising. However, these data types have the potential to be used to identify individuals.
Transit agencies need data privacy protocols to determine which data sets should be shared
and what measures (aggregation, censoring, adding noise) should be taken to protect privacy.
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o Transit agencies share some data openly and share other data sets directly with partner
institutions or individuals through private data sharing agreements. The most common
type of open data, according to the transit agency interviewees, was route, schedule, and
vehicle location data, but transit agencies also share ridership, on-time performance, survey
data, and financial data publicly on their websites. In addition, all transit agency interviewees
indicated their agencies respond to public records requests for data. Several transit agencies
have established data sharing relationships with research institutions and reported beneficial
insights gained through these relationships.

¢ Information disclosure laws govern many aspects of data sharing by transit agencies. Infor-
mation disclosure laws, which require public agencies to share information requested through
a public records request, vary by state (most transit agencies are not subject to the federal
FOIA). Transit agencies should ensure they understand the legislation in their state, includ-
ing data exemptions and whether processing fees can be charged. If transit agencies find that
data that poses privacy risks is not exempted from public records requests, they may consider
working with state legislators to change legislation. Ensuring these exemptions are in place can
also help transit agencies access external data sets.

Transit Agencies May Be Able to Increase the Value of Data Sharing
in the Future with the Development of New Data Standards, Moving
Toward Open Data and Tools, and Leveraging the Interests of the
Private Sector

o Data standards have the potential to increase the value of public transit data sharing and
make transit agency use of external data sets more efficient. The majority of transit agency
interviewees were supportive of the idea of standards for public transit data types, noting that
standards could promote the development of shared tools and other resources. Transit
agencies are looking to external organizations for standards creation and adoption.

e Open software tools could augment the value of public transit data and help transit
agencies use external data sets. A general movement toward open data and open tools can
benefit transit agencies.

o Private company interviewees in the Maa$ industry, including private mobility providers
and user information app developers, are interested in transit data. Some expressed a
willingness to further discuss the potential to purchase data from transit agencies; others
questioned the notion of monetizing data collected by public transit agencies. They are
especially interested in geospatial details of transit stations as well as data, such as passenger
counts, that can help them plan their services.

Data Sharing Challenges are Part of Broader Data
Management Needs

o Often, transit agency data collection processes are byproducts of other functions of
the transit agency (e.g., fare collection, operations, management). More deliberate data
collection efforts can ensure transit agencies maximize the value of their data.

o Collecting, cleaning, processing, documenting, and cataloging data requires significant
effort. Several transit agency interviewees noted the significant technical needs and effort
required to prepare data for sharing. Those transit agencies that had developed procedures
for processing and cataloging data found that this saved time responding both to public and
to internal data requests. Transit agencies may consider charging processing fees for public
records requests that require significant effort (if allowed under state law).

o Transit agency interviewees identified internal organizational and technical needs to
improve their processes for sharing data. The majority of transit agency interviewees
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indicated their agencies do not have a centralized data repository, or a staff or group dedicated
to data management. These interviewees noted that establishing dedicated staff could help
make data management a priority. In addition, they expressed frustration that data is stored
across divisions, making it difficult to find, use, and share. Data-focused staff can drive transit
agencies’ data sharing programs, developing goals, identifying needs, creating internal data
management processes, including a data catalog, and evaluating data sharing opportunities.

Transit Agencies are Beginning to Harness the Value of External Data,
but Challenges Remain

o There is potential value in linking transit agency data sets to external data sets. External
data sets can help transit agencies understand first- and last-mile trips and modal alternatives
to transit. Parking and curb-use information can also be of use to transit agencies.

o Transit agencies access external data sets, either by purchasing data or leveraging a mobility
services partnership. Or in some cases, they may gain access to data through a third party.
The transit agency interviewees acknowledged the challenges of negotiating data sharing
agreements with private mobility providers, even when they have a service agreement. Despite
these challenges, transit agencies see value in these data sources, and at least two of the transit
agencies have negotiated access to data from TNCs.

o Although private sector data, app, and mobility company interviewees expressed interest in
cooperating with transit agencies, they also cite privacy concerns as one reason their com-
panies avoid sharing individual-level data with transit agencies. There are no transportation
sector-specific privacy laws at the federal level that govern transit data sharing. In some states,
transit agencies may need to work with state legislatures to ensure that data on individuals is
exempted from state information disclosure legislation. Or transit agencies can work to access
information through a third party.

o Cities are beginning to exercise their regulatory power by demanding private mobility pro-
viders submit mobility metric data when applying for operational rights on city rights of
way. These requirements provide examples for public transit agencies establishing partnerships
with private companies. In addition, transit agencies can work with cities to ensure that data
requirements meet transit agency needs and that data is shared between the two public entities.

7.2 Future of Data Sharing for Transit Agencies

There are several factors that may change over time. First, transportation technology and data
are evolving. Second, legislation around data management and data privacy may evolve. Third,
there is a trend toward open data and open data tools.

Evolving Technology

As sensing and fare payment technology evolves, transit agencies will collect new and different
data. In addition, new mobility options and Maa$ platforms generate additional data. As transit
agencies develop their internal data management staff and resources, it is important to build in
flexibility to accommodate new data types and uses.

Evolving Regulations

States are increasingly regulating data collection, storage, and dissemination by public agen-
cies. As data breaches and security of personal information become more of a concern, states
may move to impose additional restrictions and disclosure requirements. States, such as
California, have taken a leading role in enacting privacy data laws, and other states will likely
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follow. Thomas (2017) hypothesized that a decision that impacts the way transit agencies manage
data sets, including individual trips, may eventually be handed down by the U.S. Supreme Court.

In the European Union, the GDPR, approved in 2016 and enforced beginning in 2018, defines a
comprehensive set of regulations around privacy. It requires that consent and terms be clear, trans-
parent, and written in easily understood language. It specifies that individuals own their data and
must be informed if their data is being transferred to another party or if there had been a data breach.

Data-as-a-Service companies that operate in Europe maintain that the owners of the raw data
generated from smart devices are individual device users. These private companies leverage the
usage of data to derive analytical data products and insights at various spatial-temporal levels. The
technology companies claim ownership of the data derivatives generated from their algorithms,
not the original data.

As described in Section 5.3, there has also been movement to update public records legislation
to remove barriers to the sharing of private sector data with public sector agencies. These chal-
lenges are not limited to the transit sector and are likely endemic to the nascent nature of privacy
protection laws. In the utility industry, some regulators have placed privacy restrictions on a
third party’s ability to share the customer’s data with a partner provider. Although these
restrictions are intended to protect consumers, some state regulators are reviewing and revising
their rules to allow secondary release when it comes to enabling consumer convenience and
guaranteeing customers reap the intended benefits of sharing data.

Changes to public records legislation could help transit agencies access more external data.
Protecting data from public records requests could also enable transit agencies to monetize data
or leverage it in data-for-data trades. However, the viability of these options will depend on how
public perception and expectations of data ownership and data privacy evolve.

Open Data and Open Data Tools

There appears to be a general trend toward open data and open data tools. The success of
GTEFS is much touted in the public transit sphere, and there is a push for additional open data
standards. Initiatives such as SharedStreets and the MDS seek to extend open data practices to
private sector mobility data. The World Bank’s Open Transport Partnership (2016) is another
innovative data sharing model used mostly for developing countries, but may it be a potential
model for developed countries as well.

7.3 Future Work

This effort identified several areas for additional study, including the following:

o A technical analysis of data privacy that identifies privacy risks by data type and provides
methods to add noise or set aggregation and sample size requirements to protect privacy.

o Guidance on data cybersecurity for transit agencies to use internally and to share with part-
ners who receive sensitive data.

e Analysis that quantifies the potential costs of data privacy and security risks.

o A 50-state survey of data privacy and information disclosure laws that apply to state and local
government entities to provide more details on specific requirements that may be imposed on
transit agencies with respect to data sharing.

¢ Collaborative standards-making activities to enable more effective sharing of both transit
agency and external data sets and to promote open data and open data tools.

o A cross-agency study of the level of effort required for different data management tasks to help
transit agencies better evaluate costs of data sharing and internal data analysis.
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APPENDIX A

Data Types and Sharing Attributes

Transit Data Types and Attributes for Data Sharing

Public transit data comes in many forms, with a variety of potential external uses if shared.

Fare and Bank Card Data

When passengers use smart cards or bank cards for boarding, as is becoming increasingly
prevalent, it produces records of boardings or station entries and also introduces the possibility of
tracking the use of a given card over time. Although this characteristic of the data raises privacy
risks, it also enables transit agencies and researchers to understand more about how individual
passengers use the network.

Some researchers and agencies, including MBTA, Washington Metropolitan Area Transit
Agency (WMATA), and New York City Transit Authority have applied methods to infer desti-
nations of passengers within their networks based on AFC data combined with AVL data (Barry
etal. 2002; Gordon et al. 2013). This origin—destination level data is valuable to transit agencies
and researchers because it typically provides a large, year-round sample of passenger demand
patterns. Smart card data can also be used to understand how the travel behavior of users changes
over time, including in response to fare or service changes, weather, or micro levels, such as a bus
stop or zone (Morency et al. 2007).

Smart card data also facilitates the grouping of transit users by their distinct trip sequence
structure. Using TfL data for a 4-week period, researchers clustered transit users based on their
activity patterns. They found that 40% of frequent transit users did not follow a conventional
trip activity sequence involving one trip to work in the morning and another trip home in the
evening (Goulet-Langlois et al. 2016). Information on the passenger segments that use different
stations or routes may be provided to advertisers to enable them to customize ads to different
passenger types (commuters, visitors, etc.). As such, this data is not only valuable for research
purposes, but it can also be used to generate revenue through advertising.

Wi-Fi and Bluetooth Data

Although smart card and bank card data can provide stop- or station-level origin—destination
information, Wi-Fi and Bluetooth connection records enable even more detailed tracking
of passenger movements within stations or within a gated transit system. For example, TfL
engaged in a pilot study collecting Wi-Fi signals from passengers’ phones, which they used to
understand passengers’ route choices within the subway network (Transport for London 2017).
This aspect of Wi-Fi and Bluetooth data makes it especially valuable for research and also makes
it an important source for informing advertising. Transit agencies can estimate not only the
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number of passengers who pass through a station, but also the number of passengers who
pass a specific location within a station. This has the potential to enable the transit agency
to generate more advertising revenue by providing these detailed statistics to advertisers
(Cheshire 2017). Like fare card transaction data, the fact that this data tracks individual devices
means that there are some privacy risks associated with sharing the data in disaggregate form.

Video Data

Many transit vehicles and stations are equipped with video cameras. From a research and
planning point of view, this data can provide insight on crowding and passengers left behind
at stations. This data can also be valuable for police investigations, and there are examples of
transit agencies sharing this data with law enforcement agencies. Video systems vary; some,
but not all systems, enable “pan-tilt” or “zoom-in” features, which allow for facial recognition.
Particularly in systems that permit facial recognition, there are significant privacy risks associated
with storing and sharing this data (Thomas 2018).

Transportation App and Webpage Usage Data

Some transit agencies have developed or commissioned the development of a customer-
facing transportation app for trip planning, ticketing, or both. When transit agencies develop
or own their apps, they can harvest data from these apps. In trip planning apps, app users’
destination requests are saved. In bus or train arrival apps, the specific bus or route information
requested is saved. In addition, many apps save data on users’ locations while they use the app,
which can be used to infer origins and destinations for trips made (Lu et al. 2015).

In a research context, this data can be used to draw insights about mode choice and alterna-
tives based on the behavior of app users. For example, users may search for transit directions in
an app, but ultimately choose to use a different mode. This choice can be inferred from the user’s
app usage and smartphone location data.

These apps and the data they generate also have the potential to be used in location-based
advertising and other geotargeted information. According to a recent study, most transit agency
ticketing apps are location-aware, but this feature is only used to locate nearby stops/routes.
Although this may be an untapped revenue source for transit agencies, initial research suggests
there may be pushback to this type of advertisement (Brakewood et al. 2017).

Any discussion of transportation app data merits noting that the majority of transit agencies
rely on third-party developers to provide customer-facing transportation apps to their customers.
Some transit agencies have access to the data from these apps, while others do not. Different
models for app development and data access are described in Section 4.3.

Even transit agencies that do not have a proprietary app have a public website that often includes
a route planning tool. Although usage of web planning tools may be more limited and does not
provide location information, transit agencies may nonetheless be able to generate value from
their web traffic analytics. Transit agencies can draw insight from the type of information their
web visitors access, and this information may also be useful for local planners and developers.

Survey Data

Transit agencies regularly conduct surveys of their users. Although some of the informa-
tion collected in surveys, such as origin—destination patterns, can now be inferred from other
sources, surveys continue to be a valuable source of information on things like trip purpose, trip
alternatives considered, and demographic characteristics of transit customers. Surveys are also
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used to assess customer satisfaction and collect information about transit passengers’ prefer-
ences and priorities. In short, surveys often provide information that cannot be gathered from
other transit agency sources, nor can it be inferred from external data sources, such as cellphone
and GPS data. As a result, this data may be valuable to researchers and others, particularly if it
can be combined with other data sets. Raw survey data can pose privacy risks, because responses
can contain identifying information, such as home address and demographic characteristics of
the respondent. Instead of sharing survey data openly, transit agencies typically share aggregated
reports on the surveys they conduct. Of the 11 transit agencies interviewed, one publishes survey
responses to its customer satisfaction survey, aggregated by month. Six other transit agencies
publish reports that summarize survey findings.

Passenger Count Data

Some systems for monitoring passenger movements provide aggregate information on pas-
senger counts without tracking individuals. APC systems use sensors to estimate the number of
passengers that board a vehicle, and “load weight” data (data on the weight of a train or vehicle
and its occupants at different points along a route) allows analysts to estimate passenger loads.
Some fare collection systems also produce anonymous count data, for example, estimates of
the number of people who pass through a turnstile or interact with a farebox. Fareboxes often
record all boardings regardless of fare payment type, and even unpaid boardings recorded by
the driver. As a result, this data can support studies of fare evasion. More broadly, it is used to
analyze crowding and productivity of routes and lines. Except in the case of very small samples
(e.g., if just one person boards a bus at a stop during the period reported on), this data does not
enable the identification of individuals and therefore does not elicit privacy concerns. Four tran-
sit agency interviewees reported their agencies share APC data with researchers (in three cases)
or municipalities (in one case).

Incident Data

Transit agencies collect data on incidents, including details on the cause of incidents and the
operational response. They also collect data on passenger injuries and claims. Sharing this data can
support research that helps transit agencies improve incident response protocols or prevent
incidents. In rare cases, incident data may pose privacy risks if individuals involved in the inci-
dents are described in an identifiable way. One transit agency interviewee noted that their agency
does not release incident data publicly because of the staff effort that would be required to read
descriptive data fields to confirm that they could not be used to identify individual passengers.
In general, the transit agency interviewees indicated that incident data is not released
publicly (though some publish real-time alerts about incidents). However, one transit agency
shares this data with a research partner who has analyzed incident responses and passenger
disruption impacts.

Route and Schedule Data

Route and schedule data are commonly shared publicly by transit agencies. GTES is a stan-
dardized format for this data, though some agencies use proprietary formats from scheduling
software companies. Nearly all transit agencies responding to a 2015 survey provided this type
of data free of charge (Schweiger 2015). This data is used in trip planning and real-time transit
information applications (Antrim and Barbeau 2013; Schweiger 2015).

Transit agencies also have more detailed transit system data, such as station diagrams. This
data can be useful for research on how passengers move through the network, but some transit
agencies opt not to share it widely because of security concerns.
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Automated Vehicle Location Data

AVL data tracks the location of vehicles over time. AVL data is often a critical input to
analysis that infers passenger destinations (Gordon et al. 2013). In addition, AVL data can
be used to track and display transit system performance, evaluating headway variability and
schedule adherence.

Transit agencies use data from AVL systems to provide information to customers about
the next train or bus arrival. Many transit agencies share AVL data streams publicly, and app
developers use this data to fuel transit arrival apps (Schweiger 2015). In many cases, this is
accompanied by real-time alert information. GTFS-RT is a standardized feed specification
for this type of data, although not all transit agencies use this format for the published data
(Barbeau 2018A).

Transit System and Vehicle Maintenance Data

This category of transit data may include records of failures and maintenance activities as
well as maintenance facilities and maintenance costs. Transit agencies that report to the NTD
report vehicle reliability statistics (defined as the average distance between major mechanical
failures). Beyond this national reporting, sharing of transit vehicle maintenance data is not a
prevalent topic in recent literature, and the interviewees for this study did not reveal any exter-
nal sharing of public transit maintenance data. Researchers may use transit agency maintenance
data for life cycle cost assessments (Chester and Horvath 2010). Some researchers have also
considered the possibility of using sensor data to predict maintenance needs (Corazza et al.
2018). External research has the potential to support internal use of maintenance data for deci-
sion support. This data informs both maintenance strategies and capital investment decisions.

Staffing and Operations Data

Staffing and operations data includes crew and vehicle assignments, absenteeism data, and
operational procedures. This data can support research on operational efficiency and scheduling,
which may ultimately allow the transit agency to operate more efficiently. However, there was
little discussion of these data types in the transit agency interviews on data sharing. In the area
of crew scheduling, there was considerable research in the past, but there are now off-the-shelf
solutions that transit agencies use. One transit agency interviewee indicated their agency provided
operations data to a research partner who helped them pilot a new bus operations method.

Financial Data

Financial data includes transit agency spending and subsidies. The NTD collects information
on transit agency spending. Sharing this data helps transit agencies maintain transparency and
accountability. One transit agency interviewee indicated that their agency posts budgeted and
actual expense and revenue data on a monthly basis.

Geospatial Data of Transit Facilities

Based on the interviews with several representatives from MaaS companies, such as
ridesharing and micromobility companies, the need for open data on detailed (and accessible)
transit station entry locations and parking facility locations is rising. For example, the digital
information of specific transit station entrance locations is rarely provided by transit agencies
to the public. Such information could help MaaS companies provide better and smoother
integration with public transit services for first- and last-mile riders.
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External Data Types and Transit Agency Uses

There are a wide variety of data sources that could have relevance to transit agencies, including
financial data and social media data, such as Twitter. Although these data sets may be benefi-
cial to transit agencies (spending patterns can reveal customers’ movements or trip purposes;
Twitter can be mined for tweets about public transit disruptions and other events), this section
describes three classes of data that most directly measure travel patterns: trace data from cell-
phones and other GPS-enabled devices, data from transportation apps, and other data from
private mobility providers.

Cellphone, Location-Based Services, and GPS Trace Data

Cellphone connection data is collected by cellular service companies, while smartphone apps
that use users’ locations collect LBS data. According to Crunchbase (2019), there were more than
3,300 organizations in the LBS sector in 2019. This includes fitness, navigation, social media, and
dating apps, which collect data on people’s whereabouts.

These data sources are aggregated by analytics companies who derive and sell speed and
origin—destination insights (Cambridge Systematics, Inc., 2018). Transit agencies can use this
data to understand characteristics of alternate modes, demand patterns on alternate modes,
and transit access and egress behavior. Some companies and researchers use phone location and
phone system data to infer a user’s mode of travel. This mode-of-travel information can add
value to this data for transit agencies.

Transportation Planning App Data

Transportation planning apps include navigation apps, such as Google Maps and Waze, and
apps such as Transit App and NextBus, that provide information on transit vehicle arrivals and
collect information including the following:

e Records for each session, including beginning and ending coordinates and time stamps
o Placemarks—stored home and work locations

o Carshare, bikeshare, and TNC bookings (if available through the app)

o Trip planning routes, stops searched, and favorite routes

Data from these apps provides an additional layer of insight about other location data from
smartphone apps. Because an analyst can identify when and where a user looks at transit infor-
mation for a particular location or route and then how they behave after (whether they take
transit, book an alternate mode, or do not travel at all), this app data allows transit agencies to
better understand their customers’ decisionmaking processes.

Private Mobility and MaaS Data

Transit agencies are very interested in the travel alternatives that transit passengers have, as
these are major determinants of transit demand. The transit agency interviewees were interested in
TNC, scooter, carshare, and bikeshare data. One transit agency interviewee indicated their agency
had already used bikeshare data to understand public transit’s competitiveness with other modes.
However, the small user base for the bikeshare system made it difficult to draw conclusions.

Some private mobility providers share some data publicly. For example, several bikeshare
systems have released data on trip history (https://www.capitalbikeshare.com/system-data and
https://www.citibikenyc.com/system-data) and Uber provides Uber Movement data, which
shows zone-to-zone travel times based on Uber driver data. However, most TNC companies are
hesitant to share demand data publicly.
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APPENDIX B

Interview Guides

Transit Agency Interview Guide

1. Has your transit agency shared, traded, or sold any kind of transit agency data?

Sharing data includes open data initiatives and private data sharing agreements (for
example, with a research institute). Trading refers to an in-kind arrangement (for example,
providing data in exchange for services or advertising). Selling involves exchanging data for
monetary compensation.

If yes:

What data was shared, traded, or sold?
. How was it shared, traded, or sold?
Who was it shared or traded with, or sold to?
. Can you share the data agreement with us (or any related documentation)?
How did your transit agency identify and engage the partner who received the data?
Did your transit agency have to clean, process, or standardize the data?
What benefit(s) did your transit agency receive from sharing, trading, or selling data?
. Can you quantify the benefit in monetary terms?
Were there negative consequences of sharing, trading, or selling data?

j- What (if any) barriers did your transit agency encounter in the process of sharing, trading,
or selling data? For example, consider privacy concerns, technological barriers, or public
perception challenges.

k. Is there any information or tool that you think would have made the process of sharing,
trading, or selling data easier?

. What advice would you give a transit agency considering a similar agreement?

2. (In addition to the experience just described), has your transit agency considered sharing,
trading, or selling any kind of transit agency data?

If yes:

What barriers did your transit agency encounter that have prevented you from sharing,
trading, or selling data at this time? For example, consider lack of partners, privacy con-
cerns, technological barriers, security concerns, or public perception challenges.

3. For transit data types that your transit agency has not considered sharing, or trading, or
selling, what barriers to sharing, trading, and selling exist? For example, consider lack of
partners, privacy concerns, technological barriers, or public perception challenges.

SR e A0 o

o

Example Data Sources:

— Fare Collection Data
— AVL Data
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10.

Route and Schedule Data
Vehicle Maintenance Data
Station Data
Survey data
Automatic passenger counter/load data
Safety data
— Wi-Fi Data
— App Data (for example, from a trip planner or fare purchasing app)
— Other
For transit data types that your transit agency has not considered sharing, or trading, or
selling, is there any information, tool, or structure that would allow your transit agency to
overcome these barriers?

This could include information on partners or tools to connect with them, tools or
structures for data standardization, organizations for data warehousing, etc.
What changes do you anticipate in the future that could alter transit data sharing, trading,
and selling?
Are there external data sources that your transit agency would be interested in gaining access
to? Explain the value these data sources would provide.

External data sources could include private mobility provider data, Wi-Fi data, GPS
probe data, and app data.
What value can transit data provide to external entities?

External entities could include public agencies, private companies (e.g., app developers,
mobility providers, advertisers), and researchers.

. Are there questions you have for these external data providers regarding access to

their data?
What questions would you want to be answered in a guide on transit data sharing, trading,
and selling?
Is there anyone else that you know of who we should talk to for this project?

This could be someone else at your transit agency, at another transit agency, someone
who consults with transit agencies, or some other subject matter expert.

Private Sector Interview Guide

Background Overview

1.

Do you participate in any of the “Mobility on Demand Sandbox” or “Smart City Challenge”
projects, collaborating with public partners (e.g., transit agencies or cities)?
Could you tell us more about it?

If Not:

2.

3.

Do you collaborate with public partners (e.g., transit agencies or cities) for data sharing?
Could you tell us more about it?

Do you collaborate with private partners for data sharing?
Could you tell us more about it?

If Yes or Relevant:

2.

If you develop an app/or analytical platforms:

What type of data do you collect?

b. How do you facilitate data sharing among your partners?

¢. Who manages the data? (e.g., data processing, documentation, catalog, etc.)
d. Who owns the data?

i
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Data Sharing and Access

4. Do you share your data with public (private) partners?

a.

b.

What data is shared (traded)?
In what format is the data shared?

Interviewer will prompt the following categories:

— Raw data
— Data analytical results in aggregated forms
— Software with data analytical results

— Data visualization platforms

— Smartphone Application

— Other, please explain

5. Do you have access to (mobility) data from your public (private) partners?

a.

b.

What data is it?
In what format is the data shared?

Interviewer will prompt the following categories:

— Raw data
— Data analytical results in aggregated forms
— Software with data analytical results

— Data visualization platforms

— Smartphone Application

— Other, please explain

6. Could you please highlight the key takeaways of both parties in the process of negotiating
the agreement?

Could you share the data agreement with us (or any related documentation)?

7. What (if any) barriers (risks) exist to sharing data with the public (private) partners?

Interest in Transit Data

8.

Would your business be interested in sharing your data with transit agencies?

a.

On a scale of 1 to 10, 1 being no interest at all, how would you rate your interest in
sharing your data with transit agencies?

b. What type of data would you be interested in sharing?

. Would your business be interested in getting data from transit agencies?
a.

What data currently collected by transit agencies may have value to your business?
Interviewer will prompt with the following categories:

— AVL Data

— Route and Schedule Data

— Vehicle Maintenance Data

— Station Data

— Survey Data

— Anonymous Passenger Counter/Load Data

— Safety Data

— Wi-Fi Data

— App Data (e.g., from a trip planner or fare purchasing app)
— Other

. What types of data not currently collected by transit agencies may be useful to your

business?
On ascale of 1 to 10, 1 being no interest at all, how would you rate your interest in buying
data from transit agencies?
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g.

. On a scale of 1 to 10, 10 being the most valuable, how would you rate the value of

standardized transit data (such as GTES) to your business?

On a scale of 1 to 10, 10 being the most valuable, how would you rate the value of
processed transit data (but not necessarily in a national or international standard), as
opposed to raw data?

Would data from transit agencies be more valuable if it were compiled from multiple
agencies (as opposed to one agency) within one region (city, region, or state)?

Would data from transit agencies be more valuable if it were compiled from multiple
regions (as opposed to one city or region)?

10. What changes do you anticipate in the future that could alter the practice of data sharing
and selling for your business?

City and State Interview Guide

Mobility on Demand Sandbox/Smart City Challenge
Project Overview

1. What city departments or agencies are collaborating in the project?
2. What private entities have you partnered with to meet the project goals?

Data Sharing and Access

3. Do you share your data with private (public) partners?

a.

b.

d.
e.

f.

What data is shared?

In what format is the data shared?

Interviewer will prompt the following categories:

— Raw data
— Data analytical results in aggregated forms
— Software with data analytical results

— Data visualization platforms

— Smartphone Application

— Otbher, please explain

. If you have an app/platform:
i. What type of data do you collect?
ii. What type of data do your partners collect?
iii. How do you facilitate data sharing among your partners?

Who manages the data? (e.g., data processing, documentation, catalog, etc.)
Who owns the data?
What (if any) barriers (risks) exist to sharing data with the private (public) partners?

4. Do you have access to (mobility) data from private (public) partners?

a.

b.

What data is it?
In what format is the data shared?

Interviewer will prompt the following categories:

— Raw data
— Data analytical results in aggregated forms
— Software with data analytical results

— Data visualization platforms

— Smartphone Application

— Otbher, please explain

. What (if any) barriers (risks) exist to accessing data from the private (public) partners?

Copyright National Academy of Sciences. All rights reserved.

Interview Guides

69


http://www.nap.edu/25696

Data Sharing Guidance for Public Transit Agencies — Now and in the Future

70 Data Sharing Guidance for Public Transit Agencies—Now and in the Future

5. Could you please highlight the key takeaways of both parties in the process of negotiating the
agreement?

a.

b.

Could you share the data agreement with us (or any related documentation)?
Was there a public process when deciding the partners?

Public Access Policies

6. Is the data you collect available to the public?

7. Is private sector data that you receive or purchase available to the public? In what form?

8. How does the public currently access and use data from your agency? How do you anticipate
that changing in the future?

Utility Industry Interview Guide

1. Has your utility/organization shared, traded, or sold any kind of utility data?

Sharing data includes open data initiatives and private data sharing agreements (for

example, with a research institute). Trading refers to an in-kind arrangement (for example,
providing data in exchange for services or advertising). Selling exchanges data for monetary
compensation.

If yes, interviewer will ask these follow up questions:

a.

b.

What data was shared, traded, or sold? What criteria did your utility/organization use to
define time intervals, time period, and frequency of providing this data?

How was it shared, traded, or sold? What are the benefits to your method/platform?
Who was it shared or traded with, or sold to? If smart meter data is shared—how is
individual customer data used compared to aggregated/anonymized data used (are uses
different, is the value of these types of data different)?

How did your utility/organization identify and engage the data user/buyer?

How does your organization process and standardize data? What do you recommend to
transit agencies, to data sharing standards?

f. What benefit(s) did your utility/organization receive from sharing, trading, or selling data?

j.

k.

Can you quantify the benefit in monetary terms? If priced, how did your utility/organization
determine pricing for the data?

. Were there negative consequences of sharing, trading, or selling data?

What (if any) barriers did your utility encounter in the process of sharing, trading, or
selling data? For example, consider privacy concerns, technological barriers, public
perception challenges, expertise, and capital that needed to be developed.

Is there any information or tool that you think would have made the process of sharing,
trading, or selling data easier?

What advice would you give a transit agency considering a similar agreement, considering
they have many of the same challenges that an electric utility has in managing data?

2. Is there anyone else that you know of who we should talk to for this project?

This could be someone else at your utility/organization, at another utility/organization,

a partner, or a subject expert.
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A4A
AAAE
AASHO
AASHTO
ACI-NA
ACRP
ADA
APTA
ASCE
ASME
ASTM
ATA
CTAA
CTBSSP
DHS
DOE
EPA
FAA
FAST
FHWA
FMCSA
FRA
FTA
HMCRP
IEEE
ISTEA
ITE
MAP-21
NASA
NASAO
NCFRP
NCHRP
NHTSA
NTSB
PHMSA
RITA
SAE
SAFETEA-LU

TCRP
TDC
TEA-21
TRB

TSA
U.S.DOT

Abbreviations and acronyms used without definitions in TRB publications:

Airlines for America

American Association of Airport Executives

American Association of State Highway Officials
American Association of State Highway and Transportation Officials
Airports Council International-North America

Airport Cooperative Research Program

Americans with Disabilities Act

American Public Transportation Association

American Society of Civil Engineers

American Society of Mechanical Engineers

American Society for Testing and Materials

American Trucking Associations

Community Transportation Association of America
Commercial Truck and Bus Safety Synthesis Program
Department of Homeland Security

Department of Energy

Environmental Protection Agency

Federal Aviation Administration

Fixing America’s Surface Transportation Act (2015)
Federal Highway Administration

Federal Motor Carrier Safety Administration

Federal Railroad Administration

Federal Transit Administration

Hazardous Materials Cooperative Research Program
Institute of Electrical and Electronics Engineers
Intermodal Surface Transportation Efficiency Act of 1991
Institute of Transportation Engineers

Moving Ahead for Progress in the 21st Century Act (2012)
National Aeronautics and Space Administration
National Association of State Aviation Officials

National Cooperative Freight Research Program
National Cooperative Highway Research Program
National Highway Traffic Safety Administration
National Transportation Safety Board

Pipeline and Hazardous Materials Safety Administration
Research and Innovative Technology Administration
Society of Automotive Engineers

Safe, Accountable, Flexible, Efficient Transportation Equity Act:
A Legacy for Users (2005)

Transit Cooperative Research Program

Transit Development Corporation

Transportation Equity Act for the 21st Century (1998)
Transportation Research Board

Transportation Security Administration

United States Department of Transportation
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